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Certification exams come in many formats, packages, and venues. Some are considered to be very easy; others are 
considered to be nearly impossible to pass. In this chapter, we will look at the different exam formats that you might encounter 
in your quest for security certifications. As exams develop, the format might change over time as a result of new OS and 
product versions. The exam formats that we will investigate in this chapter include: 

� Conceptual exams  
� Innovative item exams  
� Written exams  
� Case study exams  
� Simulation exams  
� Virtual exams  
� Hands-on exams  

Most exams in the technology space use the conceptual exam format. These exams are the easiest and least expensive to 
develop. Conceptual exams are often used for standardized testing for grade school children; thus, you have likely been taking 
these types of exams since you were a child and they are very familiar to you. In this chapter, we’ll delve a little deeper into 
this exam format to give you a better understanding of the exams that fit into this category as you pursue your certification.  
 
As we will explore, the virtual and hands-on exams are the rarest of all of the exam formats. These exams pose unique 
problems for development and distribution, pushing the development budget into a higher bracket than for other exam formats. 
These high exam development costs are then pushed to the candidate. These limitations make these types of exams less 
popular than conceptual exams.  
 
This chapter will also discuss the idea that some certifications require a single exam; others can require multiple exams—as 
many as eight exams in some cases. As you investigate your certification options, you will need to consider whether you want 
to pursue certifications that require multiple exams. There is a perception that more exams per certification make the 
certification more valuable. Although this idea holds some validity, some of the more sought- after security certifications 
require only one or two exams to obtain certification.  
 
In some cases, certification can be obtained without taking any exams—well, at least not any that are on the track for the 
certification. Through a process called grandfathering, IT professionals can obtain a certification by proving knowledge and 
experience and having other related certifications. In the section on grandfathering, you can determine whether you agree with 
critics who feel that this process is not valid.  
 
This chapter will finish up by talking about how to choose a certification and certification track that is best suited for you and 
your goals. You will need to consider why you are driving towards a certification and for which area in the security field you are 
aiming. There are certifications for every level, job description, and responsibility. You will need to get your road map 
organized so that you don’t waste time on certifications that don’t help you succeed.  
 
 

Conceptual Exams  
 
As you might remember from grade school, conceptual exams provide a short scenario with four or more possible answers. 
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These exams are by far the most popular of any of the exam types, as they are easiest to create and deliver. The following 
question provides an example of conceptual exam content: 
 
What is the popular name for an attack in which the attacker spoofs the source IP address in an ICMP ECHO broadcast 
packet so that the packet seems to have originated at the target computer in an attempt to flood the system with REPLY 
packets? 

1. SYN Flood attack  
2. Smurf attack  
3. Trojan Horse attack  
4. Ping of Death attack  

This example shows a typical conceptual question that you might see on any of the security exams that are delivered in this 
format. Notice that the scenario is not very deep and is kept very generic. There is no mention of the OS of the attacking 
computer or the target computer. There is also no mention of the tools that are used for the attack. The generic nature of this 
item makes it easier in one sense—you don’t need to know specifics about any one tool or OS—but the lack of detail might 
also make it difficult to answer.  
 
These exams are more popular than the other types of exams as a result of the low overhead to produce, manage, and deliver 
them. There is no need to develop an OS interface or simulate how an OS might act or react for anything in the scenario or the 
answer choices. In essence, there simply needs to be a subject matter expert (SME) and an editor to produce an exam of this 
caliber.  
 
What is the typical experience for the candidate taking one of these exams? Many of the exam questions have answers that 
can be looked up in a dictionary or a technical glossary in any of the technical guides that are sold at your local book store. 
The format does not really make for a highly complex exam, but it does require that the candidate know about many different 
areas related to the exam topic and scenario.  
 
In the previous example, the candidate must first understand the lingo being used. Words such as “spoof”, ICMP ECHO, and 
packets must be understood before the answers can be investigated. Without the knowledge of the base terminology in the 
question, the answers will be nearly meaningless. When it comes to the answer choices, the example forces the candidate to 
know about four totally different technologies and attacks. Only those that have experienced these forms of attacks or have 
studied about the attacks will know the answer to the question.  
 

Multiple Select Item Questions  
Another type of conceptual exam question that you might see is the multiple select item, which has a similar format to the 
multiple choice format. The difference between a multiple select and a multiple choice is that a multiple choice requires you to 
choose “the best answer” of the possible answer choices, whereas the multiple select has you select at least one of the 
answer choices. The following example illustrates a multiple select question:  
 
You want to increase the security of your communications and data. You decide to purchase one or more certificates from a 
Web-based Certification Authority. Which of the following can result in increased security with the use of a certificate (choose 
all that apply)? 

1. Web pages  
2. Email  
3. E-commerce transactions  
4. File transfers  
5. User authentication  

Although this question looks very similar to the previous sample question, it is radically different. The difference comes in the 
level of knowledge that the candidate must know. In the multiple choice example, the candidate could have answered the 
question by knowing information about the correct answer; the format doesn’t require the candidate to know about the 
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distracter (incorrect) answer choices. In the multiple select example, the candidate will successfully answer the question only if 
all of the correct answers are selected. This format requires the candidate to be fully aware of the technology that drives every 
answer choice. If the candidate knows that answer choice 1 and 3 are absolutely correct, the candidate must still make 
decisions about 2, 4, and 5. As you can see, the multiple select item raises the complexity of the question.  
 

Format and Style of Conceptual Exam Questions 
So far for the conceptual exam discussion, we have been focusing on the exam questions themselves. I also want to talk a bit 
about the format and style of the questions. There can be great disparity in exam question complexity with just a change of few 
words in the question. Take a look at the following two examples:  
 
Which remote access protocol can use IP Security (IPSec)? 

1. PAP  
2. CHAP  
3. PPTP  
4. L2TP  

You need to configure remote access to provide non-repudiation and integrity of all communications. Which protocol should 
you select? 

1. PAP  
2. CHAP  
3. PPTP  
4. L2TP/IPSec  

The change in language and tone is different, but the words are not much different between the two examples. The result for 
the candidate is much different. Using psychometric terms, the second example will discriminate between qualified and 
unqualified candidates better than the first example. The reason is that the second example requires that the candidate know 
two levels of knowledge, whereas the first example can simply be looked up in a glossary.  
 
Conceptual exams are typically more difficult when the candidate is required to analyze and/or troubleshoot information in the 
question. Questions that require this analysis or troubleshooting skills indicate more about the candidates’ knowledge and 
experience than questions that can be looked up in a dictionary or glossary.  
 
 

Innovative Item Exams  
 
There are some exams that have combined the best of the conceptual exam question format with a semi-simulation question 
format. These exams discriminate better than the conceptual exams. The discrimination comes in that the exam questions 
pose a screen or environment that forces the candidate to interact with the question in some manner.  
 
There are many different types of innovative item exams, and new types are developed all the time. In the following section, 
we will look at a couple of options, including the build list and reorder and active screen.  
 

Build List and Reorder  
The build list and reorder item question is relatively new and provides the candidate with a format that can test analysis and 
troubleshooting skills. The question scenario can set up almost any situation, resulting in the candidate evaluating a list of 
tasks, steps, or objects. The candidate is then responsible for selecting the essential list items and dragging them into the 
correct order to answer the scenario. Figure 2.1 illustrates how a build list and reorder question type looks.  
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Figure 2.1: Build list and reorder questions present a scenario, then provide a list of tasks, steps, or objects that need to be 
ordered into a specific list. 
 
These question types are ideal for scenarios that result in the candidate ordering the list into the correct steps to complete a 
task. This task might be to configure a firewall, route table, or security policy. Another good use of the build list and reorder 
question type is to order a list of troubleshooting steps. Examples might include troubleshooting network connections or 
security configurations.  
 

Active Screen 
Active screen questions are as close to simulations as you can get. These questions provide a single screen or multiple 
screens that have all of the buttons, radio buttons, text boxes, and other objects active. Some active screen questions can 
allow multiple screens that are in a hierarchy. Figure 2.2 shows an active screen question example.  
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Figure 2.2: Active screen questions allow the candidate to configure a screen and all the objects that are displayed on that 
screen.  
 

Written Exams  
 
The written exam can be a very powerful tool in evaluating a candidate’s knowledge. The written exam format exposes new 
and unique options for what can be tested. This exam format is typically not used standalone, but instead is used in 
conjunction with another exam type. This format necessitates that the certification require more than one exam. 
 
Written exams in the tech industry can fall into different categories. Some of the written exams can follow a research format, 
which requires the candidate to develop a solution to a known problem in the industry or research and report on a recent 
solution to a known problem. This format is useful for pushing the limits of the candidate, not only for technical knowledge but 
also for writing and research abilities. 
 
Written exams can also fall into the category of design solutions. This format differs from the research paper in that the 
candidate typically won’t be able to research previous solutions because the design in the written paper would be unique for 
the given problem. This exam format is for higher-level certifications dealing with technology design. This format provides for a 
flexible environment, making the exam very difficult. In some cases, the final paper could be published and used as a resume-
building tool. Not as high profile as the hands-on exams, the written exam format can be used to promote a candidate’s talents 
and skills. 
 
The written exam format does tell a lot about the candidate, but there are many drawbacks to the format. First, there is a lot of 
room for interpretation of the final paper written for the exam. The person evaluating the final results must have certain 
milestones and points to look for in the paper; otherwise, the same paper could get two different grades by two different 
evaluators. Second, unless the paper is written in a testing center, there is too much room for someone to cheat. Third, if the 
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paper is written in a testing center, it is difficult to make resources available to candidates. In these cases it is best to just have 
the candidate work solo, with no resources. Finally, the grading of these papers is difficult. The people that evaluate the final 
grade and passing score need to be very strict as to what they are looking for. If there are flexible rules, the quality of the 
written exams can falter, making the certification less attractive and valuable. 
 
For these reasons and because these exams are more difficult and expensive to develop, most vendors avoid using this 
format. However, you can clearly see that the written exam can provide a robust and strong exam. It is not likely that you will 
see these exams often, but if you do come upon a certification that includes a written exam, thoroughly evaluate your 
approach to the exam. Consider the time vs. rewards for completing the exam. Also, consider how you might leverage the final 
results of the exam, for example, by publication or authoring options. 
 
 

Case Study Exams  
 
Case study exams are used to create as close to a real world environment as possible without putting the candidate in a 
production environment. The case study provides an overview of the company, network, and security requirements. The 
information provided in each case study is provided as narrative, interviews, and company security policy requirements. From 
this information, the candidate is required to answer questions that configure, implement, and fix situations that are presented 
in the question setup. Figure 2.3 illustrates what a case study interface might look like.  
 

  
Figure 2.3: Case studies provide a lot of information categorized into areas that are accessible through buttons or tabs.  
 
The case study questions can be a combination of conceptual item questions or innovative item questions. You might stumble 
upon a few exams that also throw in simulation item types, but this format is rare.  
 
The complexity of the case study exams are that they set up an entire environment, including security requirements, problems, 
and existing conditions. The challenge for the candidate is to compile all of this information to develop a solution. There are 
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typically many questions related to a single case study item on the exam. For those exams that use this format, you will 
typically see four to five case studies on a single exam.  
 
It is most common to see the case study exam format on security or enterprise-level exams. These topic areas that require 
laying out the current infrastructure and desired infrastructure lends itself well to this format.  
 
When you take an exam that uses the case study format, you will quickly know it because the interface and format is so 
unique compared with other exams. As you can see from Figure 2.3, the interface is unique, with the buttons on the left pane 
and the questions on the right. It is also common for the buttons to be tabs, allowing you to jump back and forth between 
different parts of the exam quickly.  
 
 

Simulation Exams  
 
Simulation exams are a notch above the innovative item exams, in that the examinee is forced to understand the entire OS or 
tool (instead of just a small portion of it). The scenarios around the question setup will be the same as with innovative item 
exams; however, in simulation exams, the candidate will need to find the correct path in the different interfaces to find the 
configuration(s) that will solve the scenario. Figure 2.4 illustrates a sample simulation scenario.  
 

  
Figure 2.4: Simulations still use a scenario to introduce the situation and ask the question. 
 
As you can see in Figure 2.4, after the scenario has been detailed for the candidate, the answer must be completed within the 
simulation of the OS or tool. In this example, the candidate would select the Simulation button to move to the simulation, which 
Figure 2.5 shows.  
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Figure 2.5: The simulation provides the candidate with a portion of the OS or tool.  
 
In this simulation, all of the nodes would be active within this interface. If the candidate double- clicked My Computer, another 
window would open with the contents of My Computer. The candidate could also right-click nodes and some of the menu 
options would be active. In most cases, the menu options would be inactive because they do not pertain to the goals dictated 
in the scenario. This case illustrates where the simulation falls short of the real computing environment, which would have all 
menu options and nodes active. In essence, the candidate is only given a short leash to make mistakes and dilly-dally in the 
interface.  
 
This exam format obviously tests more than the conceptual or innovate item exams. The simulation does not need to be 
limited to a single screen or interface. Many times the simulation encompasses an entire aspect of the OS or tool. It is clear 
that an exam using simulations would discriminate between the candidate that knows how to configure the interface and one 
that is not familiar with the question or interface.  
 
To create an exam that uses simulations takes a lot of time and effort. A programmer needs to develop an environment that 
duplicates the look and behavior of the real OS or tool. For an exam that covers only a small tool or a portion of the OS, this 
task might not be very difficult. When it comes to testing multiple aspects of a large OS such as UNIX or Windows, the task 
becomes much more difficult.  
 
OSs and tools are so complex that it is difficult to simulate even a simple interface. In some cases, one click or configuration 
makes many changes, forcing the developers of the simulation to catch all possible areas that the single change affects. If the 
candidate can’t work in an environment that duplicates what he or she is familiar with, the exam becomes unfair. 
 
When developed successfully, the simulation exam provides a great platform for testing the knowledge of a candidate. The 
simulation is typically a standalone program that can be run on any computer. This format provides a flexible environment for 
delivering the exam in a variety of places.  
 
 

Virtual Exams  
 
Virtual exams provide a virtual computer environment, which removes the limitations of simulation exams. The main limitation 
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that the virtual exam format resolves is that the simulation exam can only mimic a portion of the entire OS. The virtual exam 
format not only provides the entire OS but also an entire network of OSs. This benefit allows for more of a real- world testing 
environment.  
 
When the entire OS is provided, the candidate is required to know all aspects of the OS and tools that are being tested. The 
test is not limited to configurations, but also management, implementation, monitoring, and troubleshooting. All of these facets 
can be tested through the use of the real-time logs, security settings, and behavior of the OS and tools.  
 
The structure of the exam questions will be similar to what those available in other exams, but there will be a virtual computer 
tab or environment that allows the candidate to work in the OS. Figure 2.6 illustrates what a virtual exam environment might 
look like.  
 

  
Figure 2.6: Virtual exams provide the question, scenario, and virtual computers.  
 
As you can see in Figure 2.6, the environment enables a candidate to access a real computing environment—which is a very 
unique testing format. There are many cases in which the candidate has access to a server and client, which provides an 
opportunity to deploy security settings, establish security baselines, or even use the client as an attacking computer against 
the server.  
 
With each of these examples of how to use a virtual exam, you can see that the options for testing knowledge are taken to a 
new level. The interaction with the candidate can also be taken to the next level: These exams provide interaction with the 
candidate to ensure that he or she confirms that the question has been answered completely (see Figure 2.7).  
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Figure 2.7: These exams can provide interaction with the candidate to ensure that the candidate has approved his or her 
answers.  
 
Although very thorough, this exam format is not ideal for every exam. There is a drawback to these exams from the 
development standpoint. These exams do take a bit of time to produce, because the grading mechanism needs to be encoded 
for each question. However, testing technologies have solved these problems and have produced efficient methods for exam 
development. The other large drawback to these exams is testing centers. Many testing centers conduct exams on outdated 
hardware and age-old software. Until all of the testing centers get updated hardware and software, virtual exams can only be 
delivered in a few testing centers throughout the country. As vendors become more confident with the ability to test by using 
the virtual computing environment, these exams will be popping up all around. Until then, the limitations of the current testing 
centers make all vendors pause to use the technology.  
 
Keep your eyes open for an exam that uses virtual exams, because they will prove to be a quality exam. With all quality 
exams, the certification that is produced from it is put on a pedestal. These exams will provide a clear line in the sand, 
separating traditional exams and exams that provide a hands-on environment.  
 
 

Hands-On Exams  
 
At the top of the exam pyramid is the hands-on exam. These exams have proven to be the crème de la crème of the 
examination world. These exams provide a real-world environment and thus take longer than most exams. They are able to 
test more complex and detailed knowledge. For these exams, the candidate is put into a room with real computers and 
equipment. There is typically a proctor or two to help guide you through the exam. In some cases, the proctors might ask you 
to leave the room, then they will cause problems or make incorrect configurations on the equipment. You are asked to come 
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back into the room and fix the issues. If the exam has a time limit for each task, the pressure can get extreme.  
 
As you can imagine, there is nothing that can’t be tested with this format: a proprietary firewall, an entire network of computers, 
a network with Internet connectivity, or security on large equipment. As long as the computer network and devices can be 
made available to the candidate, the exam can be performed.  
 
For most hiring managers and directors, this format is the best solution for testing the knowledge of potential and current 
employees. The barrier for these exams to provide this feedback is cost and availability. These exams can force limitations of 
space and location. With some equipment being large and networks requiring a lot of space, the testing environment is limited. 
 
 
These exams also need to have live proctors to ensure that the hardware and software used in the exam does not fail. The 
proctor is also needed to help guide the candidate through the exam. These proctors typically need to be technical and in 
many cases need to hold the certification themselves. The cost of providing a real computing environment with certified 
proctors is very high. This cost is often pushed to the candidate who is trying to obtain the certification.  
 
Unlike most traditional exams, these exams cannot be provided at the standard testing centers. Few testing centers can 
handle the array of OSs, hardware, and devices that would be required for the array of security topics on the market. Thus, 
each vendor must step up to the plate and provide the testing center or centers. With the cost of these testing centers at a 
premium, the vendors can’t provide “a testing center near you.” Instead, you will most likely need to travel to a testing center 
provided by the vendor. The cost of the transportation and lodging during your stay is typically not included in the cost of the 
exam.  
 
As you can see, the hands-on exam format is ideal for thoroughly testing every situation. However, there are the drawbacks 
and limitations of cost and proximity. These limitations make these exams difficult to find in the mainstream exam space. Most 
vendors provide traditional conceptual exams for the entry-level certifications, and in some cases, the vendor will provide a 
high-end certification presented in the simulation or virtual exam format. The hands-on exams are left for the extreme high-end 
certifications. These certifications are at the top of the exam tree, and those that hold these certifications are typically in higher 
demand than those who do not.  
 
 

Various Certifications  
 
Certifications come in all sizes and shapes. They can be obtained with a single exam or require multiple exams. Certifications 
can require a combination of different exam types. Some certifications require that you mix vendor exams. All of these options 
can be confusing and complex.  
 
When you start to evaluate which certification is right for you, there are many considerations. In addition to those that we 
explored in Chapter 1, such as the relative value of the certification in the industry, you must consider the following factors in 
your choice: 

� Number of exams required to achieve certification  
� Types of exams involved in the certification process  
� Industry perception of certification  
� Expiration of the certification  
� Renewal process and requirements for the certification  

The number of exams involved in the certification process is an important consideration for your certification choice because of 
the work that you need to put into the preparation for the exams. Beyond the preparation, you also need to consider the cost of 
exam prep and the exam fees. Some certifications require as many as seven or eight exams, which can total $1000 in exam 
fees alone. Throw in the fact that you might fail an exam or two before passing, and you are up to $1200 for a single 
certification.  
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When it comes to preparing for a certification, you must consider the number of exams. This consideration is not meant to 
persuade you to stay away from the multiple-exam certifications; it is simply meant to encourage you to consider the return on 
your investment. Rather than focus your energy, time, and money on a multi-exam certification that has very little prestige in 
the marketplace, consider aiming for certifications that require only a few exams, but have high prestige in the marketplace.  
 
Prestige is not the only reason to get certified, but typically the prestige of a certification goes hand in hand with the value of 
the certification.  
 
I explained earlier that different certifications and exams might be offered in different formats. The more complex the exam 
delivery method, the more knowledge you will need to know to pass the exams. This complexity level will typically be tied to 
the prestige of the certification in the industry.  
 
As OSs and tools change versions, the certifications that are associated with them change too. Some certifications can’t be 
upgraded in the sense that a single exam or suite of exams can “upgrade” you to the latest certification. Knowing beforehand 
whether such is the case for the certification that you are pursuing is important because of the effort that it takes to become 
certified. You would not want to work for months to obtain a certification that will only last for another few months.  
 
When taking into consideration the expiration of a certification, consider the time it will take to prepare for the exam(s). For a 
single exam, it might only take a week to prepare, depending on your current knowledge level. However, when you consider a 
certification that requires multiple exams, you might need to allow for several months, or even more than a year.  
 
You also need to consider the requirements of experience for some certifications (for example, becoming a CISSP). Requiring 
experience as well as knowledge is becoming more and more popular. Requiring experience makes a certification more 
valuable for the candidate and anyone hiring the certified professional. Some experience can be obtained in months, whereas 
other experience might require more time. Add the experience factor to the previous preparation factor, and some certifications 
can take years to obtain.  
 
If you are thinking that a certification that takes years to obtain is not worth the effort or you might never complete the 
requirements and preparation, you can relax a little. Many certifications allow for renewals or upgrades from one version to 
next. Each vendor and certification accomplishes these renewals in a different manner. Some certifications require proof of 
experience on the new version, whereas others require additional exams. Still others might require that you perform a certain 
number of continuing education units before you are allowed to renew your certification.  
 

Single Certifications  
Many new security certifications are requiring a single exam. Single-exam certifications have had a bad connotation in the 
past, but with most of the new certifications, the negative perception is gone. Must of the reason for this turnaround is the effort 
that the certification developers have put into the exam complexity, knowledge level, and length.  
 
It is also common for single-exam certifications to require experience before someone is able to obtain the certification. 
Experience can range anywhere from a few months to a year. The experience on many certifications is not required in that the 
candidate must prove the history. As you can imagine, the experience factor for these certifications are typically ignored. The 
certifications that verify experience are viewed closely from hiring managers because they know that the candidate has a 
certain level of experience by obtaining the certification. It is not uncommon for the validation of experience to only come 
through a reference letter from a superior. This requirement helps validate the candidate from a neutral third party, which helps 
reduce unqualified candidates from pursuing the certification. Unqualified candidates that squeak through obtaining the 
certification water down the perception of the certification in the industry.  
 
The complexity of many single exam certifications comes in the length of the exam. For example, the CISSP requires 250+ 
questions and gives you 6 hours to complete. One of the reasons for the length of the exam is to prohibit those that attempt to 
cram for an exam by memorizing questions. Another benefit of a longer exam is that it can reduce the total number of exams 
that are required to obtain a single certification. Instead of requiring multiple 50-question exams, a single 250-question exam 
can get the job done.  
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Other single-exam certifications increase the level of complexity of the exam by moving away from the conceptual exam 
format. These exams present innovative items or go to the next level and offer case studies. These exams receive higher 
ratings, but not as high as the exams that go to the levels of virtual and hands-on exams. The virtual and hands-on exams are 
held with the highest regard, especially those that produce a certification after one exam.  
 

Tracked Certifications  
There are times when you will want to take your certification to the next level. Many vendors and certifications offer tracked 
certifications, which allow the candidate to move towards a specific area of expertise within an OS or product. Tracked 
certifications are becoming popular again in the security world. One of the reasons is that a track offers the candidate the 
ability to prove knowledge in a focused area.  
 
In some cases, you are required to obtain a general certification as a foundation to your specific track certification. Many times, 
the tracked certification will add a +S or +Security to the general certification to show that you have the foundation 
requirements as well as the additional exams and requirements for the specific knowledge.  
 
There are typically two types of tracked certifications. The first track format will have one or two base exams that can then be 
matched with one or two track-specific exams to complete the certification. The base exams on a track certification require you 
to take one or two exams to obtain the tracked certification after the base exams are completed. With this structure, there can 
be many tracked certifications based on the base exams.  
 
The second track format is actually a multi-certification track. Some certifications build upon existing certifications as you work 
on a specific track. With this type of tracked certification, you will take one or two exams to obtain a general certification on the 
OS or product. You can then take one or two additional exams to obtain additional certifications on a track. Some examples of 
these certifications include specialization in security, forensics, e-commerce, and so on.  
 
Track certifications can include any exam type that exists, but usually stick with the conceptual exam format. Like the single 
exams, the more complex the exam format, the better perceived the certification is in the industry. If you can find a track 
certification that requires two or more of the virtual or hands-on exams, these certifications will be highly observed by all of the 
industry.  
 
Track certifications can seem to be costly due to the number of exams and the preparation that is required for the multitude of 
exams. However, if the exams lead to general certifications and provide multiple paths for tracked certifications past the 
general certification, a tracked path can be a very efficient way of obtaining multiple certifications.  
 
The volume of certifications is not as important as the quality of the certifications. Thus, the efficiency of tracked certifications 
is only valid if the general certification and the tracked certifications all provide industry-recognized results.  
 

Tiered Certifications 
Tiered certifications are becoming more common in the security arena, but these exams have their roots in the OS 
certifications. These certifications provide the foundation of the certification industry in that they are the most common of all 
exams taken. If you are new to IT and need to get started with certifications, you will most likely be taking an entry-level tiered 
certification initially, then moving on to specialized certifications and tracked certifications.  
 
Tiered certifications provide a hierarchy of exams and certifications. The goal is to allow for an entry-level certification for those 
that maintain installations, perform routine troubleshooting basic configuration tasks, and provide Help desk support. The 
entry-level exams will not require much experience, if any. However, the entry-level certifications help solidify the candidate’s 
job knowledge and provide a foundation for the next level of certification.  
 
Tiered certifications also provide certifications along the path of an IT career. The philosophy is that as a person spends time 
working with an OS or tool, that person will gain additional knowledge and experience around the topic. The tiers of the 
certifications walk along with the candidate as their career and knowledge grows. For example, consider this type of format 
illustrated in the following Microsoft track: 
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� Microsoft Certified Desktop Support Technician (MCDST)—This certification is geared towards the new IT 
professional, who is responsible for basic troubleshooting of Windows computers at a call center or corporate Help 
desk.  

� Microsoft Certified Systems Administrator (MCSA)—This certification is geared towards a seasoned IT professional 
who has some experience. These candidates typically have moved past the Help desk and now perform installations, 
routine client and server maintenance, and tier-2 or -3 troubleshooting.  

� MCSA: Security—This certification is an example of a tiered certification. With only two additional security-related 
exams, the candidate can obtain the +Security credentials. The total number of exams required is five, but the five 
exams produce two certifications.  

� Microsoft Certified Systems Engineer (MCSE)—This certification is geared toward the IT professional who has had 
more than a year of experience with Windows computers and networks. In some cases, 1 year of experience is not 
enough. The candidate is responsible for implementing, configuring, managing, designing, and troubleshooting all 
aspects of a production Windows enterprise.  

� MCSE: Security—This certification is another example of a tiered certification. This certification requires three security-
related exams. If the correct elective exams are taken with the MCSE certification, this certification can require only 
one additional exam past the base MCSE track. 

Another example of a common tiered certification track is the Cisco track. This track includes the following certifications: 

� Cisco Certified Network Associate (CCNA)  
� Cisco Certified Network Professional (CCNP)  
� Cisco Certified Inter-network Expert (CCIE)  
� Cisco Certified Design Associate (CCDA)  
� Cisco Certified Design Professional (CCDP)  
� Cisco Certified Security Professional (CCSP)  
� Cisco Certified Inter-network Professional (CCIP)  

These tiered structures give you a clear view of how the exams and certifications can grow upon one another, following the 
path of the IT career. I might also add that with a track such as this, exams can be used for each level of the track. The 
MCDST exams can be used for both the MCSA and MCSE certifications.  
 
Of course, the higher in the track that the candidate can go, the more prestigious the certification. An MCDST does not get the 
respect that the MCSE:Security candidate does. That is not to say that the MCDST does not garner respect; it is just meant to 
illustrate that the certifications are relative to each other. If you are applying for a job that requires you to field support calls 
from users that work with Windows clients, the MCDST certification can give you a leg up to the competition that is also 
applying for the same job.  
 
Another key point is that the exams get more complex as the tiers grow. The entry-level exams typically use conceptual 
questions and some innovative questions. They will not use simulations or case studies. As the exams move into the MCSE 
tier, you will start to see exams that include case studies and simulations. Eventually, you might even see exams at the MCSE 
level that provide virtual exams or the elite hands-on exams.  
 
I have mentioned multiple times that certifications can be time consuming and expensive. The Microsoft track that was 
mentioned earlier falls into this category. The MCSE:Security track requires eight exams, which each cost about $125. These 
exams cover a range of topics, including network services, Active Directory (AD), security, installation, management, 
troubleshooting, and more. The experience and time required to prepare for these exams can take months or even years. It is 
possible to spend $10,000 or more in the preparation of this certification track.  
 
I will address some tips and traps of preparing for a high-end certification in Chapter 4.  
 

Grandfathering 
For some, the certification path seems long, grueling, and unneeded. Such might be the case if you have been working in the 
IT industry for years but have never pursued any certifications. If you fit into this scenario, you might be right for grandfathering 
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into a certification. The grandfather clause is for those that have experience and know the material that is presented on the 
certification exams.  
 
There are some grandfather clauses that state that you must have a certification for another OS or tool to prove that you know 
the material. The benefits of this model are that those who have pursued one track or direction are not penalized for their 
efforts. Instead, they are rewarded for knowing the material. This setup solves the problem of those that want to pursue one 
direction, then either broaden their resume of certifications or change directions down the road.  
 
I know many Microsoft certified professionals that have obtained their Certified Information Security Manager (CISM) 
certification by using the grandfather option. They are very well versed in security and management of IT (people and 
computers), but have spent much of their time on the Microsoft track. CISM provides a multi-step process for them to obtain 
the CISM certification with their existing certifications and experience. The following list highlights some of the requirements 
that you might see with any grandfather option. 

� Application form—This form is typically a simple form that provides your personal information and contact information.  
� Resume—This document will provide the certification reviewers with your past job experience and career path. Be sure 

to be specific with regard to tasks performed, responsibilities undertaken, and positions held. Do not stretch the truth 
on your resume. The reviewers will follow up on all past jobs and supervisors, so any stretching of the truth could 
disqualify you from the grandfather option.  

� List of accomplishments—This list can cushion the resume with additional accomplishments that you have in the 
industry. Examples of accomplishments that you will want to mention include: 

� White papers you have authored  
� Articles you have authored  
� Books and eBooks you have authored or contributed to  
� Courseware you have authored  
� Specialized training you have performed  
� Other certifications you have obtained  
� Awards or recognitions you have won  
� Specialized training you have attended that did not lead to exams or certification  

� Job history—This information will typically be a duplication of most of your resume, but the application or form will want 
you to be specific with regard to your job roles and task responsibilities. This list will include management of the 
network, security, servers, projects, and staff.  

� Task descriptions—You will want to be clear and precise when you fill out this section. Be sure to look at the exam 
objectives that coincide to the certification that you are trying to grandfather into. Be sure to emphasize all tasks that 
you performed related to this objectives list. Break out all tasks into distinct tasks so that there is no room for 
interpretation as to what the task included. Don’t put in tasks that don’t apply, as this will distract the reviewer from the 
tasks that do apply.  

� Contacts of previous managers—As a conservative person, I suggest that you call your previous managers and ask 
them for your approval to use them. If that manager is not available, you can use a higher-ranking manager or 
someone that knows what your responsibilities were and knew your performance. These managers will be contacted in 
almost every instance by the review committee.  

� Letter or recommendation by superiors—This letter will require that you ask three to five previous supervisors, bosses, 
or clients to write letters to the review board talking about what your experience was with them and why you should be 
considered for the certification. You will not see the letters, so I recommend that you call the superior personally to 
explain the reason for the certification and what the certification will do for your career.  

In some cases, you might also need to take an additional exam to fill any gaps that the other certification or experience does 
not fill. For some of the certifications that you are grandfathering into, there might be multiple exams, so you are bypassing 
one or two exams with the application and job history information.  
 
It might seem like all of this is easy and cheap. However, in most cases it is a lot of work. The forms and legwork can take 
days to fill out, as you try to gather past records, fill in the job and task forms, and track down your old bosses. It can then take 
many phone calls to ensure that all of the information is submitted and in the process of being reviewed. The final process on 
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your end is to keep tabs on when you might hear back on your status to ensure that communication does not fall into the 
cracks.  
 
In some cases, there is a cost to grandfathering. You are getting out of the exam sitting fee and preparation fee, but the time 
that it takes to fill out paperwork, make phone calls, and follow up on the status can be translated into money. Also, there is 
sometimes a hefty fee to grandfather into the program. This fee might be hundreds of dollars, so make sure the certification is 
worth your time, effort, and money.  
 
 

Your Return on Investment Based on Exam Type and Model  
 
Where should you go from here? You have been presented with a lot of information about the questions, exams, certifications, 
and environment that you might be walking into. There are a lot of considerations to think about and many certifications to 
choose from. Even within one certification, you might have multiple exams that you can take to meet the requirements of the 
certification.  
 
To ensure that you maximize your investment of time, effort, and money, you should consider why you are trying to acquire the 
certification in the first place. Doing so will help reduce the number of certifications that you have to choose from. In most 
cases, IT professionals want to get certified to document and benchmark their knowledge on an OS or product. There are 
other factors that you need to consider as you select a certification: 

� Personal quest—There are some certifications that are held on a higher platform than others. The IT professionals that 
complete these certifications are highly sought after and in demand. You might want to be one of the few that get a 
certification like this. You will need to consider whether this career path and the job tasks it involves are what you want. 
A bit of research on the specific certification would benefit the process of answering these questions.  

� Targeting specific job—There are some jobs and positions that require certain certifications. Whether you will be 
getting into network security, program development security, e-commerce, or forensics, there are certain certifications 
that are required by most companies. You will want to research the job and position that you want to obtain so that you 
can make sure you get the required certifications.  

� Cushion resume—It is not new information that jobs are tight and IT professionals must take aggressive action to keep 
their positions. A certification that broadens or deepens a resume can add value to you as an employee, which can 
ensure that you are not replaced. Keep communications open with your employer and direct boss to ensure that you 
are doing all that they want you to do. If they do require you to obtain a new certification, look at it as an opportunity to 
advance, not as a duty.  

 

Summary  
 
There are almost too many details to consider when you break down a certification into the exams and question format. 
However, it is important to consider what you will be presented on each exam. It takes more time to prepare for some exams 
as a result of the exam format, but such exams usually bring higher rewards due to their complexity.  
 
The evaluation of what is required for a certification is essential. The number of exams, time to prepare for the exams, and 
overall cost should be considered. If you can get into a tiered track, which allows exams to count for different certifications, you 
can streamline the certifications that you want to acquire. If you have the experience needed to pass an exam, don’t forget the 
grandfather option, which can allow you to use your knowledge and other certifications to obtain more certifications.  
 
Finally, have a clear goal and direction in mind before jumping into any certification or track. Having clear direction will allow 
you to focus on preparing for the exams and obtaining the knowledge required to pass an exam the first time.  
 
[Editor’s Note: This content was excerpted from the free eBook The ExamPrep Guide to Security Certifications 
(Realtimepublishers.com) written by Derek Melber and available from a link at http://cc.realtimepublishers.com/portal.aspx?
pubid=325.]  
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