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Threats that have emerged over the years have followed a similar pattern: Attackers find a way to breach a system to gain
access to valuable informational assets; in response, systems administrators and security professionals develop detection and
prevention methods; attackers then find new ways to breach systems and avoid detection; and systems administrators and
security professionals again develop new detection and prevention methods; and on and on.

With attacks becoming more aggressive, faster, and multi-pronged, there is growing emphasis on consistent assessments,
preventative measures, and security information management. No longer will an attack entail a single virus—often well-thought
out assaults are being implemented. Simultaneously, organizations are exposing more systems that are effectively dissolving
the boundaries between what have been considered internal and external threats. In addition, the need for IT groups to find
new ways to do more with less are discovering ways to reuse legacy mainframe infrastructure. This recycling has, in turn,
exposed more IT resources—such as mainframes that until recently have been considered very secure—to the same
challenges faced by distributed systems.

To truly understand the current security environment, we must explore the past experiences that have lead us here. We’'ll build
on this foundation as we explore continuing threats to resources and assets, which will lay the groundwork for a discussion
about emerging threats.

Evolving Threats to Information Security

Consider examples of early security threats. When attackers break into computer systems, they inevitably leave traces of their
activities. Systems administrators could use operating system (OS) utilities to detect the breach, so hackers responded with
Trojan Horse versions of those utilities to mask the attackers’ behavior. In response, systems administrators used more
sophisticated techniques such as searching binary files for tell-tale strings of intrusion. Figure 2.1 shows the evolution of early
breaches on UNIX systems.

http://www.securitydocs.com/link.php?action=detail & id=3211& headerfooter=no 4/18/2005



Threats to Enterprise Security Page 2 of 21

Figure 2.1: Threats and safeguards evolve in response to each other.

Systems administrators, in theory, can monitor the state of their systems with utilities that log and display information about
processes, network configuration, and resource utilization. These programs were some of the first targets of attackers who
wanted to avoid detection. As methods were developed to break into systems and erase footprints, attackers collected these
programs into packages called root kits and shared them freely with other attackers. The unfortunate result of this
collaboration is that an attacker with limited knowledge and expertise poses a serious threat to system and network security.

For more information about the early history of UNIX break-ins and the evolution of root kits, see Dave Dittrich’s "Root Kits and
Hiding Files/Directories/Processes After a Break-in” at http://staff.washington.edu/dittrich/misc/fags/rootkits.fag.

Consider email viruses as an example. Originally, email viruses were detected by finding a specific pattern, or signature, within
an email message. Virus writers responded by encrypting viruses and encoding decryption routines along with the virus
payload. Decryption engines are detectable, so virus writers developed metamorphic engines to change the syntactic
properties of decryption routines. This development significantly changed the virus-detection landscape. Rather than detecting
a specific code pattern, antivirus software had to detect viruses based upon execution behavior or some other non-pattern
matching method (see Figure 2.2).
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Figure 2.2: The dynamic attack/response pattern seen in earlier types of attacks continues today.

Emalil viruses have thus evolved into more sophisticated methods of attack. Some viruses, known as blended threats, use
multiple methods to breach a system and, once inside, launch multiple types of attacks. The recent Mydoom email virus, for
example, employs several malware components:

A backdoor installed through Windows Explorer to launch a DDL that listens on an available port, presumably for
instructions from the virus author

A distributed denial of service (DDoS) attack against http://www.sco.com (Mydoom.B includes a DDoS attack on
http://www.microsoft.com)

A routine to harvest email addresses

A replacement hosts file to prevent the infected computer from reaching the antivirus company and other vendor Web
sites

Principles Learned from Past Experience

Just from these basic examples of early OS breaches and email viruses, one can note several generalizations about the
nature of threats and their relation to security management. First, the goal of security management is to protect resources and
assets. These include the obvious, such as applications, servers, and confidential data, as well as intangibles, such as
company brands, customer goodwill, and contractual obligations.

Second, security management is not a static process. Information systems are constantly changing as new applications are

http://www.securitydocs.com/link.php?action=detail & id=3211& headerfooter=no 4/18/2005



Threats to Enterprise Security Page 4 of 21

deployed, configurations are changed, and new technologies— such as wireless networking—are introduced. Malware (such
as viruses, worms, spam, and malicious mobile code) threatens to disrupt and damage IT systems. These threats exploit
multiple vulnerabilities, taking advantage of weaknesses in email, scripting languages, browser features, server configurations,
and other characteristics of distributed systems. The days of depending on perimeter defenses to prevent the introduction of
malware are gone. The boundaries between “internal” and “external” have become blurred as enterprises integrate processes
across organizational lines.

Third, the damage from a breach can quickly grow beyond the initial intrusion. OS files might be changed, configuration files
modified, and backdoor programs planted. These, in turn, can become the launch pad for a second round of attacks, such as
executing DDoS attacks against other systems.

Finally, security management requires systems administrators to keep their systems from becoming components, or zombies,
in distributed attacks on other systems. These include both DDoS attacks and email virus proliferation. Poor security in one
system can lead to attacks on many others.

The security environment we experience today is a product of past experience and current technologies. The next section will
address threats that have been with us for some time and will set the stage for discussing emerging threats.

Continuing Threats to Assets and Recourses

Threats come in many forms and typically entail the theft, disruption, or destruction of information assets. They range from
physical threats, such as the destruction of an IT center by fire, to intangible threats, such as the covert theft of proprietary
information. When discussing threats, it is useful to consider the following questions:

What type of threat are you dealing with?

What are the assets you want to protect?

What is the impact on the organization?

Who is the perpetrator, or more technically, the threat agent?
What vulnerability is exploited to execute the threat?

What is the result if the threat is carried out?

The following sections will examine different types of threats guided by these questions.

Threat of Information Theft

Theft of information is the most significant cost threat to organizations, and identity theft is just one of the costly consequences
of information theft. Identity theft costs banks $1 billion per year. The United States Federal Trade Commission (FTC) reported
161,000 cases of identity theft in 2002, but the United States Federal Bureau of Investigation (FBI) estimates the actual
number of victims is closer to 500,000. The Identity Theft Resource Center (http://www.idtheftcenter.org) estimates the
average identity theft victim spends 600 hours recovering from the crime. The same study found that businesses lose $40,000
to $92,000 per name in fraudulent charges.

For more information about the cost of identity theft, see http://msnbc.msn.com/id/3078480/.

Computer crime surveys of organizations and a sampling of legal prosecutions depict the scope of information theft.

System Attacks
According to the 2003 CSI/FBI Computer Crime Survey, the average reported cost to an organization as a result of information

theft was $2.7 million. The high dollar amount is attributed in part to copyright violations (especially with music and video
sharing networks) but also includes theft of other assets.

The full CSI/FBI survey is available at the Computer Security Institute Web site at http://www.gocsi.com/.
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The U.S. Department of Justice Cybercrime division has its own litany of information theft convictions, including:

An IT manager convicted of distributing $2.2 million worth of copyrighted software, computer games, movies, and
music.

A 25-year old attacker convicted of hacking into Axicom, a company managing customer information for credit card
companies, banks, retailers, and other businesses. The cost of the intrusion and theft is estimated at $5.8 million.
Alexey lvanov’s conviction on conspiracy, computer intrusion, computer fraud, credit card fraud, wire fraud, and
extortion charges, related to his attacking dozens of servers to steal usernames, passwords, credit card information,
and other financial data. Total losses are approximately $25 million.

Information from the Computer Crime and Intellectual Property Section (CCIPS) of the United States Department of Justice
(DoJ) is available online at http://www.usdoj.gov/criminal/cybercrime/.

Criminals steal information in a variety of ways. As some of the previous examples illustrate, reproducing copyrighted
software, hacking into systems to steal information and financial data, and stealing transactional data are all theft methods.
Without proper access controls in place, insider theft, a fairly low-tech theft method, can be quite successful. For example, one
insider theft scheme was so effective that the Office of the Comptroller of the Currency at the United States Treasury issued a
warning to banks about organized gangs recruiting bank tellers to assist with making fraudulent withdrawals and cashing
stolen government checks. (Full text of the warning is available at http://www.occ.treas.gov/ftp/alert/2002-4.txt).

Safeguards Against “Internal” Threats

Security management entails multiple safeguards as a layered approach to prevent intrusions and damage because
perpetrators can come from within the organization. Old distinctions of “inside” and “outside” no longer apply. Customers,
business partners, and suppliers are accessing enterprise assets and resources through distributed systems that function
across organizational boundaries. Firewalls and intrusion detection systems (IDSs) cannot prevent disgruntled employees or
others with legitimate access from launching internal attacks. Also, employees do not have to be disgruntled—easy access is
simply tempting for many.

To minimize threats from perpetrators that have some form of legitimate access, use multiple safeguards. Access control and
file integrity safeguards should be employed to precisely restrict access and detect changes to critical files. IT staff should be
granted access to systems only as needed for their jobs. File integrity programs can detect unauthorized changes to files and
system directories. A security regime including file change detection might have detected the “time-bomb” left by the
disgruntled network administrator, especially when combined with strict access controls and regular system auditing.

Threats from those without legitimate access to system resources also depend on multiple layers of security safeguards.
Identity Management, access controls, firewalls, IDSs, file integrity checks, and formal policies and procedures all play a role.
Each of these safeguards applies to disruption and destruction attacks as well as to information theft. These countermeasures
each address a particular type of threat; an effect security regime demands that countermeasures be coordinated. Poorly
integrated countermeasures can still render assets and resources vulnerable to attack.

Theft of financial information also creates compliance issues with regards to the Sarbanes-Oxley Act—SOX—and Graham
Leach Bliley Act—GLBA. Incompliance with these and other industry- specific regulations carries a high cost for organizations.

Protecting against copyright threats requires comprehensive systems of digital rights management. Preventing system
breaches depends upon well-defined, enforced security policies and operation safeguards. In many situations, cryptographic
techniques are also required to prevent information theft. For example, storing passwords within an OS or single sign-on
(SSO) server, transmitting financial data outside the organization, setting up a secure channel—or virtual private network
(VPN)—over the Internet all depend on cryptography.

We will explore security policies and operational safeguards later in this guide.

Cryptographic Attacks
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Cryptography is used to scramble information so that only the sender and the intended recipient can access the information.
From a security management perspective, cryptographic attacks are managed in several ways. (For technical details, see the
sidebar “Inside Cryptographic Attacks.”) At the most basic level, effective password policies are defined and enforced to
minimize the chance of attackers discovering passwords. In addition to preventing unauthorized access to an asset, one must
also ensure that fraudulent systems do not appear to be legitimate resources. For example, a disgruntled bank employee
could establish a Web site that has a similar URL to the bank’s Web site and appears to be a legitimate online banking
service. How are users to know the difference? Digital certificates from trusted third parties use encrypted information to
validate the identity of a site while preventing anyone from tampering with the certificate. Encrypted communication between
two parties depends upon both parties having information that allows them to unscramble the other party’s messages while
preventing others from doing the same. Managing this information, also known as a key, is an essential security management
function.

Inside Cryptographic Attacks
The nature of cryptography processes, encrypting plaintext into ciphertext and decrypting back to plaintext (see Figure 2.3),
and the protocols for setting up secure communications are vulnerable to a number of attacks.

Figure 2.3: Successful use of cryptography depends on keeping attackers from stealing or discovering the encryption and
decryption keys.

Ciphertext Attacks

A number of attacks are based on the attacker having copies of one or more plaintext and ciphertext messages. In a
ciphertext-only attack, the attacker tries to discover the encryption key by analyzing a number of encoded messages. The
longer the encryption key, the more difficult the key is to attack. Short keys, such as a 56-bit DES key, are easily broken;
longer keys, such as the 168-bit key used in the Triple DES algorithm, are currently considered safe from cracking. Variations
on the ciphertext-only attack include the known plaintext attack, the chosen plaintext attack, and the chosen ciphertext attack.

Man-in-the-Middle Attacks

Man-in-the-Middle attacks trick two victims who intend to communicate over a network. The attacker intercepts network traffic
between the two, and changes the information sent to each victim without their knowledge. For example, an executive might a
message to an assistant asking for a funds transfer from their company to a vendor to secure a deal on new equipment. The
executive includes a bank routing number and account number in the message. The message is intercepted by an attacker,
the routing and account numbers are changed, and the modified message is sent to the assistant who transfers the funds to
the attacker’s account.

This type of attack works when the attacker can identify the source and target systems of the victims, sniff a network, intercept
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packets between the victims, and modify the messages (that is, the messages are not strongly encrypted). As with other types
of attacks, tools are readily available to aid with man-in-the- middle attacks. Some of the best-known tools are Hunt, T-sight,
and Juggernaut.

An encrypted communication channel can prevent this attack as long as the attacker does not intercept keys as they are
exchanged. Digital signatures on messages and message digests are also used to ensure that messages are authentic and
not modified en route (see Figure 2.4).

Figure 2.4: Digital signatures or message digests encrypted with the sender’s private encryption key can prevent man-in-the-
middle attacks.

Replay Attacks
A replay attack reuses confidential information captured by a sniffer or other passive device. For example, a sniffer could

capture packets containing authentication information that is later used to access a system. Replay attacks can be prevented
by using unique session and message component IDs.
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Senders attach these IDs to messages when the messages are sent, and recipients record these IDs for future reference.
When a recipient receives a message, he or she verifies that session and message component IDs have not been used
before; if they have, the message has been replayed. The Encapsulating Security Payload (ESP) header format in the IP
protocol (versions 4 and 6) use this type of anti-replay mechanism.

Dictionary Attacks

Passwords are generally encrypted with one-way functions that are easy to compute but difficult, if not impossible, to reverse.
When an attacker steals a password file, rather than waste time trying to decrypt the file, the attacker could compare the file
with a list of known passwords that have been encrypted with the same one-way function (see Figure 2.5). This method is a
dictionary attack.

To prevent successful dictionary attacks, systems administrators and security professionals recommend using difficult-to-
guess passwords. These generally include passwords that have the following characteristics:

A reasonable minimum length (at least eight characters)

A combination of upper- and lower-case letters

At least one number and other special character (such as @, $, !)
Strings of characters not found in dictionaries or used in names

Enforced password policies that include requirements such as these can minimize the likelihood of a successful dictionary
attack.

Figure 2.5: Dictionary attacks are successful when poorly chosen passwords are allowed.

Threat of Disruption and Destruction

Threats to disrupt services and destroy information are the most common types of attacks. According to the most recent
CSI/FBI Computer Crime Survey, 82 percent or respondents had experienced a virus attack and 42 percent had experienced
a DosS attack (second in cost only to information theft). The CSI/FBI survey estimates the total cost to respondents was more
than $67 million in 2003. This category includes several types of attacks:

DoS

Domain spoofing

Viruses and worms

Web browser exploitation

This list is not an exhaustive list of all types of disruption and destruction attacks—for example, Spam, unsolicited and
unwanted email, has also become a major threat to services, impacting network bandwidth, email system performance,
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network storage, and end-user support—but it does give some sense of the most common types of attacks.

DoS Attacks

DoS attacks seek to deprive users of access to system resources. Typically, this attack is carried out by overwhelming a
server with requests for a resource, such as bandwidth, connections, disk space, memory, and so on. Another form of this
attack limits access to services by changing configuration information.

In February 2000, Yahoo!, Buy.com, EBay, Amazon.com, and CNN.com all experienced DoS attacks over a 2-day period. The
sites were flooded with junk network traffic, a technique called packet flooding, so that legitimate users could not access those
sites. Another form of such junk traffic is bogus requests for connections.

These connection requests use false return addresses, so when the server responds, it cannot find the server that initiated the
request. The attacked server will keep the connection open for the bogus request for some period of time (for example, as long
as 1 minute) before closing it. When thousands of these bogus requests are made, the server exhausts its pool of
connections, which prevents access by others (see Figure 2.6).

Figure 2.6: DoS attacks overwhelm servers with bogus traffic and requests for connections, eventually exhausting a server’s
resources.

A more sophisticated version of this attack is the DDoS attack (see Figure 2.7). This type of attack can occur in two phases:
First, the originator of the attack places a copy of the DoS program on a vulnerable system. These DoS programs are
designed to launch a coordinated attack at a specific time or after a particular event. DDoS attacks are more difficult to stop
than traditional DoS attacks because of the multiple sources of the attack. It is also difficult to trace the attack back to the
originator.
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Figure 2.7: DDoS attacks use compromised systems or “zombies” to launch a coordinated attack.

Another form of DoS attacks changes configuration information on target machines. On Windows machines, this attack can
entail modifying registry settings or changing network configuration files. For example, in the case of the recent Mydoom email
virus, a DoS component modified the resident hosts file to map antivirus vendor’s domain names to a bogus IP address,
0.0.0.0. Similar attacks can occur on Linux and UNIX systems.

DosS attacks can come from within an organization. The fork bomb attack, for example, continuously spawns processes until
system resources are consumed. Another technique is to repeatedly generate system errors until log files are filled and
available disk space is consumed.

Preventing any type of DoS attack is difficult. Because DoS attackers spoof IP addresses, it is difficult to identify the source
and prevent the source from continuing the attack. Some DoS packet flooding tools change source and destination ports in
packets to make detection and suppression more difficult. DoS programs are becoming more sophisticated, using alternative
protocols such as Internet Relay Chat (IRC), and incorporating self-replicating mechanisms. The SQL Slammer worm, for
example, exploited a vulnerability in the Microsoft SQL Server database to spread within minutes through much of the Internet.
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To prevent DoS attacks, intrusion detection and network sniffers can detect recurring patterns in network packets and block
those packets at a firewall, thus protecting systems within the firewall. However, resources are still unavailable to legitimate
external users.

For a timeline description of the spread of the Slammer virus through the Internet, see Paul Boutin’s “Slammed: An Inside
View of the Worm that Crashed the Internet in 15 Minutes” in Wired, July 2003
(http://www.wired.com/wired/archive/11.07/slammer.html).

Insider Abuse and Backdoors

Sometimes the most damaging threats originate within an organization. For example, former network administrator at a high-
tech measurement and control instruments company left a “time- bomb” to delete all sophisticated manufacturing software on
his former employer’s servers. The disruption cost the company at least $10 million in sales and future contracts.

For more information about this incident, see the DoJ Press Release, February 26, 2002.
http://www.cybercrime.gov/lloydSent.htm.

Typical types of intruder attacks include:

Consuming resources through internal DoS attacks
Browsing and copying confidential information
Granting additional privileges

Fraud and other theft

As noted earlier, the distinction between inside and outside threats to an organization is no longer useful. It is better to
distinguish users by their legitimate level of access. Developers and systems administrators have high levels of access. These
roles demand high levels of controls, monitoring, and policy enforcement. The same access control mechanism that deters
attackers can maintain appropriate restrictions on legitimate users.

Denying Services by Domain Spoofing

Domain spoofing targets domain name system (DNS) servers, which are responsible for mapping domain names, such as
www.mydomain.com into an IP address. DNS servers respond to queries of the DNS database and respond in one of four
ways:

If the server has the mapping from domain name to IP address cached, it returns the IP address.

If the server does not have the domain name cached, the server might query a root DNS server for the information.
The server might reply to the query by returning the address of another root DNS server that can respond to the
request.

The server can generate an error for an invalid request.

Once a DNS server has retrieved an IP address for a domain name, the server caches that information for a predefined period
of time, which is called a Time to Live (TTL) period. In theory, DNS servers should only accept domain information from an
authorized server. In practice, earlier versions of popular DNS servers, including the popular Berkley Internet Name Domain
(BIND), can accept and cache false domain name mappings resulting in domain name spoofing.

For more information about known vulnerabilities of early versions BIND, consult the BIND Security Matrix at
http://www.isc.org/index.pl?/sw/bind/.

According to a 2003 survey by Men & Mice, 33 percent of 5000 randomly surveyed DNS servers in the .com domain were
vulnerable to spoofing. The survey also found that more than 68 percent of DNS servers are incorrectly configured resulting in
problems with host lookups and providing basic Internet services. Figure 2.8 shows how domain spoofing works.

Results of the latest and past DNS Health Surveys can be found at
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http://www.menandmice.com/6000/6000 domain_health.html.

Figure 2.8: Domain spoofing reroutes traffic from its legitimate target to a third party.

Steps 1 through 3 illustrate how DNS should normally resolve a domain name to an IP address. When an Internet service,
such as ftp or email, needs a connection to a service on another server, the service first queries a DNS server for the IP
address. The correct IP address is returned and the connection is made to the target service. In step 4, the vulnerable DNS
server is spoofed into caching an incorrect IP address for Domain B. From that point on, traffic to Domain B is routed to the
attacker’s IP address instead of to Domain B.

Viruses

Viruses have long been a problem in computer security. With the advent of the PC, early viruses were spread by infecting
diskettes used in multiple PCs. Today, email, Internet chat, and other protocols are the most common mode of transmission.
The new transmission channels are one reason for the rapid spread of viruses; another reason is the evolving nature of
viruses themselves. Viruses have become increasingly more complex and more difficult to detect. Three broad categories of
viruses, in increasing complexity, are:
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Unencrypted, static viruses
Encrypted viruses
Polymorphic viruses

These categories represent techniques used by virus writers to avoid detection. These techniques can be used with different
types of viruses, including boot, file, and macro viruses, which vary by method of attack.

Regardless of how a virus masks its identity or how it targets a system, they all have three components:

Payload
Method of spreading
Trigger condition or date

A payload is the code that executes once the virus is triggered and can be as simple as displaying a message or as malicious
as deleting files. Methods of spreading vary by the type of virus. For example, some Microsoft Word macro viruses spread by
infecting the normal.dot template.

Some recent email viruses spread by sending copies of themselves to addresses found in an infected user’s address book.
Many viruses are triggered when a user opens an infected attachment; others activate on a predefined date.

Detecting Simple Viruses

Unencrypted, static viruses are the easiest to detect. These viruses are like conventional programs in that they do not encrypt
or otherwise hide their executable code. Antivirus software easily detects these viruses by looking for identifying patterns of
code. These patterns, or signatures, must be sufficiently discriminating to reduce the chance of false positives.

Encrypted Viruses
Following the pattern noted in the opening of this chapter, virus writers responded to antivirus detection techniques with
methods to circumvent simple pattern matching. Encrypting the virus is the first step (see Figure 2.9).

Figure 2.9: Encrypted viruses need to carry the decryption code and the decryption key along with the virus payload.
An encrypted file still has unique patterns that could be used by signature-scanning antivirus software. Virus writers avoided

this by choosing random encryption keys and different encryption methods. The Achilles’ heal of this technique is that
decryption code must be included with the virus. Antivirus scanners are able to scan for that code and identify viruses.
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Some viruses, such as the Whale virus, use several encryption schemes and therefore different decryption code. Antivirus
scanners need a unique signature for each type of decryption scheme in order to detect this virus.

Polymorphic Viruses

Attackers made the next move. They created viruses that change with each infection using a mutation engine. The mutation
engine changes the virus code in such a way that it alters the binary file without changing the behavior of the programs (see
Figure 2.10). Typical techniques include:

Switching the location of independent instructions
Adding useless instruction such as No Operation (NOP)
Using different instructions that have the same effect, for example a “subtract 2 from A” or “add -2 to A”

Any combination of these techniques can be used any number of times, making it impossible to depend on sighature scanning
to reliably identify viruses. New techniques had to be developed to identify polymorphic viruses.

Figure 2.10: Polymorphic viruses include mutation engines to vary the virus as it propagates.

Early attempts focused on hand-crafted detection routines written by antivirus researchers. This approach obviously would not
scale and so led to a shift in strategy: rather than look at surface features of a file, examine patterns of behavior.

Generic polymorphic detectors create a virtual environment for executing suspected viruses. These virtual environments
provide a safe sandbox to execute the virus code without risking damage to the host system. As the virus executes, the
detectors look for a tell-tale sign, such as a signature after the payload is decrypted. A key limitation of generic polymorphic
detectors is the time required to run the virus simulation. There is no way to know when a payload will be decrypted and there
is no generic way to determine whether a program will ever complete, so simulations alone are not enough.

Antivirus researchers added heuristics, or rules of thumb, to simulations to improve detection. Some rules look for tell-tale
signs of a virus, such as the early use of a NOP instruction. Other rules check for behaviors not commonly found in viruses,
such as generating interrupts. Between these two types of rules, an antivirus program can estimate the likelihood that the

program executing in the virtual environment is actually a virus.

For a technical discussion of polymorphic viruses, see Computer Viruses by Eugene Kaspersky, available online at
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http://www.viruslist.com/eng/viruslistbooks.html|?id=50.

The evolution of viruses will likely continue as a cycle of innovation on the part of virus writers, leading to innovations by
antivirus researchers, then prompting new virus coding techniques.

Why So Many Viruses?

Computer users are constantly reminded to keep their antivirus software up to date to prevent infections; but that raises the
question, why are there so many different viruses if they are so complex? Self-modifying, self-replicating programs are difficult
to write. Are there that many attackers out there that can write such programs? Unfortunately the answer is yes.

Knowledge about virus-writing techniques spreads just as it does with any topic. The first person to write a mutation engine for
a polymorphic virus faced a much higher hurdle than subsequent virus writers faced. Mutation engines, such as the Mutation
Engine (MtE) and the Triden Polymorphic Engine (TPE), have been packed into toolkits to allow any virus writer to add
polymorphic functionality. Thus, even unsophisticated virus writers can create viruses that are not detectable with signature-
scanning techniques.

For beginners, there are virus kits for generating viruses with a range of characteristics. These kits give users options to
customize the generated virus, such as level of damage and triggering conditions. Fortunately, the generated code from early
virus kits contains common code that is detectable by signature-scanning antivirus software.

For more information about virus construction kits, see Howard Fuhs’ “Virus Construction Kits” at
http://www.fuhs.de/en/pub/virconkits.shtml.

The severity of the virus problem becomes clear when we imagine a beginner hacker, or script kiddie, using a menu-driven
toolkit to generate a destructive virus. To minimize the chance of detection, the hacker uses the MtE mutation engine to add
polymorphic capabilities. Combine the newly mutating virus with a macro virus found on an attacker bulletin board that sends a
copy of itself to all addresses in a victim’s Outlook address book, and you have a difficult to detect, fast-spreading virus.

Spam
Spam has grown rapidly to become a major disruption to services, clogging email systems, choking network bandwidth, using

valuable storage space, and increasing storage Help desk costs. The FTC estimates the cost of spam to United States
business in 2003 to be $8.9 billion (June, 2003). Analyst IDC estimates that as much as 70 percent of email in the United
States is spam and the cost to protect a firm of 14,000 employees against spam can be as high as $245,000, and this number
is growing.

Spammers are constantly using new tricks to thwart existing filters and organizations are challenged with reducing the amount
of spam while ensuring that valid business email gets through. Government legislation has been one avenue pursued to end
the onslaught of spam, but how effective it will be is questionable. The Controlling the Assault of Non-Solicited Pornography
and Marketing Act of 2003 (CAN SPAM), an anti-spam law that took effect on January 1st, 2004, does not appear to have
substantially reduced the amount of spam.

The State of Malware and the Implication for Security Management
This brief overview of electronic information security threats (this overview has excluded examples of physical threats, such as
fire and flood) highlights three disturbing trends:

The increasing ability for modestly talented attackers to launch sophisticated attacks by using toolkits
The increasing difficulty in detecting attacks, particularly with polymorphic viruses
The use of application vulnerabilities to spread worms, such as SQL Slammer

Anyone responsible for security management will also note another implication of these trends. Imagine that a disgruntled
programmer whose job has been moved offshore has access to a GUI- based virus toolkit, the MtE mutation engine, and the
corporate network. A similar scenario can be applied to a network manager with a DDoS toolkit.
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Thus, it is prudent to assume that attacks will increase with time and the sophistication of the attacks will continue to grow. The
appropriate response is to view security as an ongoing process, not a static state.

The New Playing Field of Malware

In the early 1990s, malware was typically a single type of threat, such as a boot sector virus, a macro virus, a backdoor, or a
DoS attack. These threats used a single method of attack, for example, through email or through a chat room. Today, malware
consists of a combination of multiple types of attacks and methods of spreading, resulting in blended threats. Some of these
threats also use automated probing techniques to search for vulnerabilities.

The impact on security management is clear: Single-system responses to threats, such as firewalls and antivirus software, are
not sufficient. Security must be managed across platforms and services. It must also include safeguards for internal as well as
external threats. This section will first examine blended threats, then present example “viruses” that are actually much more
than traditional email malware.

Characteristics of Blended Threats

Blended threats can be any combination of attack methods and propagation methods. Many spread as worms—programs that
spread through vulnerabilities in a network. Unlike true viruses, worms do not depend upon other applications to work. The
following list offers general characteristics of blended threats:

Like conventional viruses, blended threats can damage files, corrupt OS configurations, and overwhelm network
resources. Common damage includes changing registry settings, injecting malicious code into OS executables, and
adding scripts to HTML documents.

Blended threats spread through multiple methods and can sometimes avoid common safeguards. For example, the
Fizzer work is a virus with its own SMTP engine and spreads over the Kazaa peer-to-peer network. Safeguards on
corporate email systems are bypassed in both cases.

Blended threats can include routines that probe for known vulnerabilities, such as buffer overflows and the use of
default passwords on predefined accounts.

Newer threats are making greater use of networks to maintain the malware after it has infected a system. Worms such
as Fizzer connect to a Web site to download updates to the virus.

Blended threats might contain basic network utilities. As noted, the Fizzer virus has its own SMTP engine; the Lovsan
virus has a built-in Trivial File Transfer Protocol (TFTP) utility.

Detailed Example of a Blended Threat

The Fizzer worm is a prime example of a blended threat. The malware spreads as an email attachment. When an email user
opens the attachment, the virus copies a file to the Windows system directory, then places two other files, a DDL library and
another executable, in the system directory. The library is used to log keystrokes and the other executable is used reassemble
the virus.

Next, an entry is added to the Windows registry activating the worm for each Windows session. It also attempts to stop any
antivirus software that is currently executing.

Once installed, the virus begins to spread. With email propagation, the virus searches for email addresses in Outlook address
folders and targets OS folders, such as cookie folders. Infected messages are sent to all addresses found using a spoofed
return address. The addresses are randomly selected from a list of large email domains, such as msn.com, yahoo.com, and
hotmail.com. Recipient names, subjects, attachment names, and message bodies are chosen from a list within the virus
payload. The worm also searches for Kazaa peer-to-peer network folders. If found, the virus is copied to the shared folder.
Users who download and execute files from that folder infect their own systems.

The worm creates three backdoor mechanisms. First, it attempts to connect to several IRC servers and, once connected, the

virus creates bots presumably so that the virus author can issue commands to the infected system. It also creates a new AOL
Instant Messenger user and connects to a chat room, presumably waiting for instructions. Finally, it uses ports 2018 through
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2021 to listen for commands from a remote host.

Blended threats, such as Fizzer and Mydoom, spread rapidly and can inflict significant damage. Security professionals are no
longer dealing with a single DoS attack, an email virus, or a backdoor—they are dealing with all of them at once. These
emerging threats require a more holistic, integrated approach to enterprise security management (see Figure 2.11).

Figure 2.11: Blended threats combine multiple forms of malware into a single payload.

Phishing and Threats to Brand Integrity

In addition to threats to physical infrastructure information, information security managers are facing challenges targeting
intangible assets. Hijacking brand identity in a process called phishing. Phishing, which began as a ploy used by telemarketers
to gather benefit check information from the elderly, has become a prominent threat to online business services.

Phishing is a scam in which a perpetrator masquerades as a legitimate business to trick victims into revealing personal
information by using a variety of techniques. Many phishing scams use email as the vehicle to solicit information. The process
begins with a mass emailing asking the recipient to update account information or otherwise provide personal information. The
email is purportedly from a bank, online service, or other vendor that has a large online customer base so that chances are
good that some of the recipients are actually customers of the business. The message contains a link to a legitimate-looking
phishing site at which victims are prompted for information.
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Financial services and online services are popular targets for phishing scams. According to the Anti-Phishing Working Group
(http://www.antiphishing.org), Citibank, U.S. Bank, Bank One, Fleet, Wells Fargo Bank, PayPal, eBay, Yahoo!, MSN, and AOL
have all been victims of phishing scams in the first half of 2004.

For statistics on the prevalence of phishing, see the Phishing Attacks Trend report at http://www.antiphishing.org.

Phishing is viable attack for several reasons:

It is fairly simple to forge a return address in SMTP.

Perpetrators can easily copy HTML code and image files from legitimate sites to create a phishing site.

URLSs of phishing sites are often similar to legitimate addresses, fooling many victims.

Consumers, too often unaware of the potential for phishing, trust the companies that supposedly sent the email.

Several measures can reduce the impact of phishing within an organization. In addition to the basic security measures,
antivirus, anti-spyware and firewalls, anti-spam, content filtering, and URL filtering can reduce illegitimate emails and prevent
access to known phishing URLs. URL filtering can identify known-bad sites and poorly constructed “phish” sites, such as
http://www.citibank.i.com (this is a fictional example of a phish site).

These will help protect confidential organizational information as well as employee personal information from deceptive and
manipulative techniques to acquire such information. Furthermore, policies and processes must be in place to protect
customer account information from employees or contractors willing to sell that information. As with other threats, protecting
against phishing requires a combination of technology, people, and processes.

In addition, companies with online services should educate customers about the company’s policies for updating account
information or asking for personal information. Clearly communicated customer interaction policies must be regularly conveyed
with a process that helps customers easily and securely alert the organization when possible foul play occurs.

Managing Threats
The first part of this chapter has described the complexity and variety of threats that organizations face. This section explores
how to manage those threats.

Antivirus and Intrusion Detection Systems
Antivirus and IDSs are integral parts of comprehensive security. Tools such as these presume that threats from the outside
can penetrate firewalls (which they can) and that threats can emerge from within an organization (which they do).

Antivirus software protects against a wide range of vulnerabilities including:

Trusted software that does not adequately protect against unauthorized use, such as embedded macro languages
Vulnerabilities in common applications such as the known MIME vulnerability in Microsoft Explorer that was used by
the Nimda worm

Backdoor programs slipped in through blended threat viruses and worms

Being used as a zombie to launch DoS attacks such as those included in Mydoom and Mydoom.B

Antivirus software is an effective measure for keeping malware out of a network; intrusion detection is an effective measure for
recognizing and possibly stopping direct attacks. IDSs and intrusion prevention systems (IPSs) detect unusual and threatening
activity. The two general types of IDS are host based and network based.

Host-based IDS monitors and detects changes to files using integrity checks. The IDS calculates a hash function value for
critical system files when they are first installed (or at least known to be free from corruption), then periodically recalculates the
hash function for the files. If there is a difference in the original and newly calculated hash values, the file has been changed.

Host- based IDS also uses audit logs, process monitoring, and other techniques to monitor activity on systems.

Network-based IDS monitors network traffic using statistical and pattern-matching algorithms; some use signature-based
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approaches, similar to antivirus software. This approach works well in many cases and is less likely to generate false positives
than statistical techniques. Like antivirus programs, network-based IDS needs to be updated frequently and can miss a new
type of intrusion attack. Statistical approaches develop profiles of “normal” traffic on a network, which are then used to identify
unusual activity. Unlike signature-based approaches, statistical IDS does not need signature updates. As is often the case in
IT, a combination of both approaches can yield better results than using either alone.

IPSs are also host and network based. Host-based IPS (HIPS) works to stop malware and unauthorized processes at the
compromised server or workstation. HIPS uses signatures and patterns to identify unusual activity. Policies specify how the
HIPS responds to such activity. Responses can include terminating processes and blocking network traffic to or from a device.
Network-based IPS (NIPS) functions at the firewall level to inspect packets and identify suspicious streams of packets. After a
NIPS has identified a suspicious packet, the packet as well as any other packets in the stream are discarded. Correctly
identifying malicious packets is a challenge and falsely identifying a legitimate stream of packets can prevent valid traffic and
degrade overall system functionality.

Integrating HIPS and NIPS with Identity Management systems allows for fine-grained access controls coupled with the ability
to immediately respond to violations of security policies. Both antivirus and IDS play a role in safeguarding systems from
becoming zombies for DoS and other illicit attacks on other systems. Again, integrating and coordinating multiple security
components is an essential element of effective security management.

Data mining techniques are also being applied to intrusion detection. For a theoretical perspective on this topic, see Lee and
Stolfo’s “Data Mining Approaches for Intrusion Detection” at
http://citeseer.nj.nec.com/cache/papers/cs/3327/http:zSzzSzwww.cs.columbia.eduzSz~wenkezSzpaperszSzusenix.pdf/lee98d:

Content Filtering
Organizations that depend heavily on the Internet can find many products in the antivirus, anti- spam, and code-filtering

categories. These products generally focus on one functional niche and operate independently of one another. To reduce the
administrative burden of managing all of these point solutions, an integrated, customizable, content-filtering solution is
recommended. Filtering for spam should use a multi-layered approach to differentiate between spam and valid emails, such as
global and individual white and black lists, heuristics, statistics, and realtime blackhole lists (RBLS).

Managing Threat Safeguards

For effective security management, multiple threat safeguards must be used in today’s network environment, and they must be
applied at multiple points throughout the organization. Consider the case of content management. Documents are created,
modified, and exchanged constantly within and across organizations. If documents are exchanged through emails, they are
almost certainly subject to an antivirus check. More and more organizations, however, are moving to database-oriented
document management systems to control the proliferation of multiple copies of documents and improve collaboration. As
these document repositories are becoming an integral part of the IT infrastructure, security mechanisms, such as antivirus
checks, should be included in their core functionality.

The definition of security safeguards must also expand beyond the traditional boundaries. Spam is a growing problem, and
email filtering systems should be included in security management. URL filtering is not just a control to keep employees from
checking sports scores during the work day. Known vulnerabilities in Web browsers can allow malicious code to execute
through scripts embedded in HTML documents. Not only must security management focus on keeping the bad guys out but
also keep the good guys within the organization from falling prey to new attacks.

Best Practices for Controlling the Impact of Threat

Throughout the rest of this guide, detailed descriptions and guidelines are provided for specific types of safeguards, such as
access controls and Identity Management. The next chapter will include specific information about vulnerability management
for Windows and Linux systems. This chapter will close with an overview of best practices for safeguarding an IT infrastructure
from the threats described earlier.

Keep Antivirus Software Up to Date
Keeping antivirus software updated is a trivial task on a single machine or even a dozen. When dealing with hundreds or
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thousands of desktops, laptops, and mobile users, it is a different story. Develop well-defined policies to set specific standards
including:

The type of antivirus software used

The frequency of updates

Restrictions on remote access, for example access is denied if a full scan has not been performed in the last 72 hours
and the signature file has not been updated with the latest release

Laptop users that connect to external networks, including home networks, must run a personal firewall

Configuration and release management tools, such as Microsoft's System Management Server (SMS), can aid with
compliance monitoring, software inventory, network discovery, and reporting.

Filter for Inappropriate Content

Use comprehensive content filtering software and keep it up to date to combat the latest viruses and spammer tricks. In
addition, create policies and guidelines for your organization, such as how bulk email is to be handled. Set appropriate end
user expectations, and provide feedback mechanisms, such as an email address to which mail falsely identified as spam
should be sent. Follow through by listening to feedback from your end users.

Configure Firewalls

Blended threats and worms are making use of vulnerable ports in organizations’ networks. Firewalls should be configured to
shut down ports not explicitly needed for business operations. Doing so can help to prevent attackers from exploiting
backdoors introduced through some other vulnerability or launching a DoS attack from your servers.

Personal firewalls are especially important for mobile users. Salespersons connecting their laptops to customer networks
might be exposed to networks with a host of vulnerabilities that have been addressed on their own companies’ networks. One
of those salespersons could unwittingly introduce a worm to the corporate network that would have been stopped by a firewall.

Use Intrusion Prevention

Both host- and network-based intrusion detection and prevention can identify malicious activity that is not prevented by
antivirus and firewall systems. According to the most recent CSI/FBI Computer Crime Survey, 99 percent of respondents use
antivirus software, 98 percent use firewalls, but only 73 percent use intrusion detection. Intrusion prevention provides an
additional piece of the enterprise security puzzle that should not be overlooked.

Develop, Maintain, and Enforce Security Policies

Network managers, systems administrators, Help desk staff, and end users all must work from the same set of rules for
security management. Policies and procedures serve to ensure that such is the case. Organizational needs will vary, but some
policy topics to consider are:

Acceptable use
Encryption

Antivirus

Personal firewalls
Audit and vulnerability scanning
Incidence response
URL filtering

Email filtering
Password policies
Email retention
Wireless networking

For example policies and templates, see the SANS Security Policy Project at http://www.sans.org/resources/policies/.
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Integrated Response

Well-integrated multi-layered security systems are the best method for controlling threats to the enterprise. The individual
pieces of the security mosaic have been described throughout this chapter. To illustrate how these pieces fit together, consider
the following example of a likely security incident and how it is ideally handled.

Consider a fictional banking company, Universal Financial Services. UFS is a consumer bank with an active online banking
service. The company uses layered information security, including two types of antivirus systems—one in firewalls and the
other email servers, Identity Management, HIPS, and vulnerability scanning. Even such a state-of-the-art approach cannot
guarantee an elimination of all possible breaches.

An employee downloads an email containing a polymorphic virus. This virus is fairly new and does not exhibit characteristics
identified by the antivirus software and signatures. The virus slips past both the firewall and email based antivirus systems.
The virus is actually a blended threat with several pieces of malware, including a worm, a keystroke monitoring program, and
an IRC client. Once past the firewall and antivirus filters, the virus decrypts and unpacks the payload, infecting the employee’s
workstation.

The IRC client executes and tries to establish a connection to an IRC channel on the attacker’s server. If successful, the IRC
client will download virus updates and instructions for further actions. A personal firewall on the workstation has disabled the
IRC protocols, so the attempted communication fails.

The worm attempts to replicate by exploiting a little-known vulnerability in the desktop OS. The vendor has not provided a
patch for this particular vulnerability, so the worm spreads quickly to other machines on the network. The keystroke gathering
program also starts to execute, attempting to find usernames, passwords, account numbers, and other identifying information.
The HIPS detects unusual activity and verifies the user’s privileges with the Identity Management system. The user does not
have access to applications that would generate the anomalous network traffic or monitor keyboard 1/O (in a manner similar to
a keystroke capture program), so the HIPS shuts down the processes. A notice is sent to the systems administrator identifying
the compromised workstation. The administrator disconnects the workstation from the network, updates the antivirus software,
and eradicates the malware.

Summary

Threats to information security are pervasive, originating from both outside and within an organization. The history of computer
security is a series of emerging threats followed by responses of new safeguards, which are in turn, followed by a new set of
threats that circumvent those safeguards. The availability of attacking toolsets exacerbates the problem by making malware
development almost easy. Toady, blended threats combine multiple types of attacks into single payloads, making them more
dangerous. At the same time, detecting this malware is more difficult because of techniques such as virus mutation.

The appropriate response to these threats is a unified approach to security management that uses the broad base of antivirus,
firewall, and IDSs in conjunction with well-defined security policies. This type of multi-layered, integrated approach is the
foundation of an effective security management regimen that will be developed throughout the remainder of this guide.

[Editor’'s Note: This content was excerpted from the free eBook The Definitive Guide to Security Management
(Realtimepublishers.com) written by Dan Sullivan and available from a link at http://www3.ca.com/ebook/default.aspx?
sacid=60453.]
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