|dentity Techniques Page1lof 11

Identity Techniques
by: Paul Gurgul, 03/18/2005

http://lwww.securitydocs.com/library/3120

When the network that is now the Internet was first designed, it was assumed that all users wanted to be found. No one had
reason to hide, and it seemed sensible that researchers should be able to locate each other. Utilities were created to facilitate
such finding. Since the early days, the rise of multiple protocols has made finding people even more convenient. The “old
days” demanded a high level of networking knowledge from the user. Today, finding or identifying most individuals is trivial.
Throughout this paper, | examine techniques, as well as some concepts about wholesale tracing (tracing many individuals at
one time).

You may wonder why this is deemed a security issue. In truth, it really isn't--not yet. However, you will learn that the Internet is
a powerful tool for domestic spying. Law-enforcement and intelligence agencies already conduct such practices on the
Internet, and for them, the Network is a bonanza. No search warrant is needed to "study" the activity of someone on the
Internet. Likewise, no warrant is needed to compile lists of individuals who law enforcement perceive to be involved in illegal
(or even seditious) activity. If you harbor radical political views, you may elect to forever keep those views to yourself (or gain a
decent education in cryptography).

| begin with the most fundamental aspects of the treated subject and progresses forward to more advanced information.

I need to make one statement regarding diagnostic network information contained within this paper. Certain methods of finding
individuals demand the use of search engines. | will not publish an individual's e-mail address without his consent. Because of
this, | cannot provide information of searches because they necessarily contain the e-mail addresses of users unknown.
Therefore, | have to be described rather than illustrated. | do apologize for this. However, upon reflection, | would not want my
e-mail address published, and | see no reason why anyone else would, either. The argument is often made that anyone who
posts to newsgroups has at least given an implied form of consent.

What's in a Name?

There are two forms of user identification that apply to all platforms: your e-mail address and your IP address. It is often
theorized that if one is obscured, the other can never be found. That is untrue. Without chaining messages through a series of
trusted anonymous remailers (remailers that are purportedly secure), anonymity on the Internet is virtually impossible. It is
possible, however, to make yourself relatively invisible, and that is probably what most individuals would like to do. Before | get
more specific, however, there are some utilities you need to know about, as well as methods of tracing individuals. I'll start with
finger.

finger
The finger service is a utility common to the UNIX platform. Its purpose is to provide information about users on a given
system. In practical operation, finger works like most other services available in UNIX.

The finger service relies on the client/server model, which is a recurring theme in Internet applications. This model works as
follows: machines running server applications distribute information to clients. Clients are programs designed to accept and
interpret information from server applications. For example, you use a Web browser (or client) to read information forwarded
by a Web server (the HTTP server).

In any event, the finger client-server relationship works as follows: On the targeted machine (almost always a UNIX system),
there is a server running called fingerd. This is more commonly referred to as the finger daemon. Its purpose is to answer

requests from finger clients from the void.

The finger daemon can return different information, depending largely on the configuration of the server and the user's
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personalized settings. For example, sometimes an "open" UNIX server (that is, one not running a firewall) will disallow finger
access. This is done by disabling the finger daemon, removing it from the file /etc/inetd.conf. In this case, the finger service is
never started. Any client-issued finger request forwarded to such a machine will meet with a blank response (or perhaps,
Connection Refused.).

Many organizations, particularly ISPs, government sites, and private corporations, disable finger services. Each has an
interest in preserving the privacy of its users, and that is usually the reason given for disabling the service. As you will learn
later, however, their motivation may also be system security.

NOTE: Certain vital information about the system can be culled by fingering system IDs such as root, bin, FTP, and so on. On
that account, some sites will disable finger services altogether. It is thought that by killing the finger and RPC services, one can
restrict the amount of revealing information available to crackers in the void. To some extent, this is true.

Some sites do not disable finger services altogether, but instead put restrictions on what type of information can be accessed.
For example, by default, the finger daemon allows a system wide finger. Anyone can be fingered, including special or
privileged accounts. When system wide fingering is allowed, one can gather information on all users currently logged to the
machine. This is done by issuing the following command at a UNIX command prompt:

finger @my_target_host.com

The @ symbol has essentially the same effect as the asterisk does in regular expression searches. When it is used, the user
is fingering all users currently logged to the target machine. This is most useful when targeting small providers that have few
customers, or when conducting such a finger query late at night. Certainly, fingering a company as large as Netcom in this
manner would be foolish. (The response forwarded by the server would likely be many pages in length. The only valid reason
for doing this would be to generate a database of Netcom users.) At any rate, some organizations will disallow such a request,
instead forcing the requesting party to specify a particular user.

Other sites make use of hacked finger daemons, either created in-house or available as distributions from other sites across
the Internet. These are finger daemons that have enhanced features, including advanced configuration options.

At any rate, taking you through the process of a finger inquiry will take just a few moments, but in order for you to exploit the
example, you need a finger client. UNIX users, however, have no need for a finger client, because this is included in the basic
distribution. The same is true of Windows NT.

Providing the target is running a finger server, the return output should read something like this:

Login name: root In real life: 0000-Admin(0000)
Directory: / Shell: /sbinfsh
Last login Tue Feb 18 19:53 an pts/22
Mew mail received Wed Feb 19 04:05:58 19497
unread since Wed Feb 19 03:20:43 1997
Mo Plan

This tells you several things, including the directory where root@samshack resides (/), the shell he or she is using (/shin/sh),
and some details on last login and mail. (Hard-core hackers will know that it also tells you that root@samshack.com is using
Solaris as an operating system. Note the 0000-Admin[0000] string.)

This information does not appear to be particularly revealing; however, in all cases, the field In real life is filled with a name.
Worse still, at some universities, you can get the name, telephone number, dorm room number, and major of students enrolled

there (not that the major matters particularly, but it provides some interesting background).

The information available on a finger query is controlled primarily by the system administrator of a given site, as well as what
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information you provide on your initial signup. Most new users are not aware of this and provide all the information they can.
Most people have no reason to hide, and many provide their office telephone number or even their home address.

So the process of identification usually either starts or ends with a finger query. As noted previously, the finger query uses your
e-mail address as an index. This leads us immediately into an area of some controversy. Some individuals believe that by
changing their e-mail address in the Netscape Navigator or Microsoft Internet Explorer Options panels, they obscure their
identity. This is not true. It simply makes your e-mail address more difficult to obtain. Years ago, the computer science
department staff at Carnegie-Mellon University had a gripe about their Coke machine. Often, staffers would venture down to
the basement, only to find an empty machine. To remedy this problem, they rigged the machine, connecting it to the Internet
(apparently, they did this by wiring the machine to a DEC 3100). They could then issue a finger request and determine the
following things:

How many sodas were in each slot
What those sodas were--Coke, Diet Coke, Sprite, and so on
Whether the available sodas were cold

Today, you can still issue a finger request to the Coke machine at CMU. If you were to do so, you would receive output very
similar to the following:

As you can see, there is no end to the information available with a finger query. At any rate, many administrators insist on
supporting finger, and some have legitimate reasons. For example, a finger server allows easy distribution of information. In
order for the finger server to support this functionality, the targeted user (or alias) must have a plan file. (The Coke machine at
CMU certainly does!)

The Plan File (.plan)
On most UNIX servers, user directories are kept beneath the /home/ or /usr directory hierarchies. For example, a user with a
username of cracker will have his home directory in /home/cracker. (This is not set in stone. System administrators are

responsible for where such directories are kept. They could specify this location as anywhere on the drive, but the typical
placement is /usr or /home.)

Typically, in that home directory are a series of special files that are created when the user accesses his account for the first
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time. For example, the first time he utilizes the mail program Pine, a series of files are established, including .pinerc, which is
the configuration file for this mail client.

These files are referred to as dot files, because they are preceded by a period. Most dot files are created automatically.

The .plan file, however, is not. The user must create this file himself, using any text editor (for example, vi or pico). This file can
be closely correlated with the plan.txt file on a VAX system. Its purpose is to print user-specified information whenever that
user becomes the target of a finger query. So, if the user saves into the .plan file a text recounting his life history, that text will
be printed to the STDOUT of the party requesting finger information. The .plan file is one way that information can be
distributed via the finger server.

There are other reasons that some administrators keep the finger service operational. Entire programs can be launched by
specifying a particular address to be fingered. In other words, one could (although it is not recommended) distribute text files
this way. For example, you could write an event handler to trap finger queries aimed at a particular user; if user A were
fingered, the server would send a specified text file to the requesting party. | have seen more than one server configured this
way, although it is more common to see malil lists designed in this manner.

For whatever reason, then, finger services may be running on the server at which you have an account. If you have never
bothered to check what information is available there, you can check now by issuing a finger request to your own account. You
can also examine this information (the majority of it, anyway) by issuing the following command at a shell prompt:

NOTE: This technique will only work on servers that use non-shadowed password files, or those that are not employing NIS. In
those instances, you may have to issue a command more like this:

This command will print the information the server holds on you in the /etc/passwd file. Note that this information will be visible
even if the server makes use of shadowed password entries.

So now you know: The names of the majority of Net citizens are there for the taking. If your system administrator insists on
using finger, there are several things you can do to minimize your exposure:

Use the popular utility chfn to alter the finger information available to outsiders
If chfn is not available, request that the sysad change your information
Cancel your current account and start a new one

NOTE: If you believe in harsh solutions and you want to discourage people from repeatedly fingering your account, write
a .plan file that forwards a few megabytes of garbage. This is most useful if your sysad refuses to assist, chfn is unavailable,
and some joker is trying to clock your movements using finger.

Of course, perhaps you are not concerned with being fingered as much as you are concerned with who is doing the fingering.
If so, you need MasterPlan.

MasterPlan

MasterPlan is an excellent utility. Written by Laurion Burchall and released back in August 1994, this product takes an
aggressive approach to protecting your privacy. First and foremost, MasterPlan identifies who is trying to finger you. Each time
a finger query is detected, MasterPlan attempts to get the hostname and user ID of the fingering party. These variables are
piped to an outfile called finger_log. MasterPlan will also determine how often you are fingered, so you can easily detect if
someone is trying to clock you. (Clocking refers to the practice where user A attempts to discern the habits of user B using
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various network utilities, including finger and the r commands.)

Typically, a cracker writes a shell or Perl script to finger (or otherwise query) the target every specified number of minutes or
hours. Reasons for such probing can be diverse. One is to build a profile of the target; for example, when does the user log in?
How often does the user check mail? From where does the user usually log in? From these queries, a cracker (or other nosy
party) can determine other possible points on the network where the user can be found.

Consider this example: A cracker | know was attempting to intercept e-mail trafficked by a nationally renowned female
journalist who covers hacking stories. This journalist had more than one account and frequently logged into one from another.
(In other words, rather than directly logging in, she would chain her connections.) This is a common practice by individuals in
the public eye. They may want to hide from overly enthusiastic fans (or perhaps even legitimate foes). Thus, they preserve at
least one account to receive public mail and another to receive private mail.

By running a probing script on the journalist, the cracker was able to identify her private e-mail address. He was also able to
compromise that network and ultimately capture all the journalist's mail. The mail was primarily discussions between the
journalist and a software engineer in England. The subject matter concerned a high-profile cracking case in the news.

(That mail was later distributed to crackers' groups across the Internet.)The finger utility is dangerous and revealing. More and
more sites are now disabling finger services, at least with respect to external queries. For various reasons, however, many
providers simply do not bother to shut it down.

Note that MasterPlan will not prevent someone from fingering you; it will simply identify that party and how many times the
finger request has been issued.

Suppose that someone is attempting to finger you and discovers that finger requests from the void are prohibited. Suppose
further that this person is determined to find your real name and is willing to risk an angry message from your provider to his
own. In such a case, the nosy party will initiate a Telnet session to your provider's mail server. (This is done by initiating a
Telnet request to port 25.)

In most cases (except those where the provider is paranoid or running a firewall), a server will accept a Telnet connection to
port 25 (the port that sendmail runs on). Such a connection looks like this:

If the nosy party can get to such a prompt, there is better than an 80 percent chance that he will have your name momentarily.
The information is collected by issuing the following command:

This command requests that the mail package expand a username into an e-mail address and real name. This is a feature
(not a bug) of the sendmail package. The response will typically expand into something similar to

The first field will report back the username or user ID that you request to be expanded. This will be followed by the person's e-
mail address and finally, his "real" name.

Note that the expn function can be disabled by the system administrator, although few actually do it. There are reasons for
this, and the most probable is that administrators simply fear fiddling with the sendmail configuration. Sendmail is a notoriously
complex and powerful program that has evolved into a huge package. There are so many options for it that an entire book
could be written just on its configuration. It is for this reason, no doubt, that sendmail has consistently been the source of holes
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in Internet security. So you might wonder why the program is even used at all. That is easy to explain. Sendmail is the most
successful program for transport of electronic mail ever created. Millions of users all over the world send mail each day using
this program.

In any event, if the expn function is operable, the nosy individual will still get your real name, if it is available. Unfortunately,
even if the expn function has been disabled, the snooping party can still verify the existence of your account using the vrfy

function. This is academic, however; if your provider's sendmail system honors Telnet sessions, there is a greater than 70

percent chance that one or both of these functions is available.

Currently, other than rewriting your account so that your real name does not appear in the /etc/passwd database, there is no
way for you to exercise control over these remote functions. sendmail issues must be resolved by root. Moreover, it is highly
unlikely that a system administrator will fiddle with his or her sendmail configuration just to satisfy the needs of a paranoid
user. Thus, the rule of thumb is this: If you intend to remain untouchable on the Net, you must never, ever allow your real
name to fill that field within the /etc/passwd file.

Also, User agents should allow the user to control cookie destruction. An infrequently used cookie may function as a
"preferences file" for network applications, and a user may wish to keep it even if it is the least-recently-used cookie. One
possible implementation would be an interface that allows the permanent storage of a cookie through a checkbox (or,
conversely, its immediate destruction).

Briefly, to find the cookies on your hard disk drive, search for the file cookies.txt. This file will contain a list of cookies and their
values. It looks like this:

This cookie file is a real one, pulled from an associate's hard disk drive. You will see that under the GUID, the leading numbers
are an IP address. (I have added a space between the IP address and the remaining portion of the string so that you can
easily identify the IP. In practice, however, the string is unbroken.) From this, you can see clearly that setting a cookie may
involve recording IP addresses from the target. Now, this does not mean that cookies are a major threat to your privacy. Many
JavaScript scripts (and Perl scripts) are designed to "get" your IP. This type of code also can get your browser type, your
operating system, and so forth. Following is an example in JavaScript:

This JavaScript code will get the browser and its version. Scripts like this are used at thousands of sites across the Internet. A
very popular one is the "Book 'em, Dan-O" script. This script (written in the Perl programming language) will get the time, the
browser, the browser's version, and the user's IP.

Also, nearly all Web server packages log access anyway. For example, NCSA HTTPD provides an access log. In it, the IP
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address of the requesting party is logged. The format of the file looks like this:

The major difference between these devices and the cookie implementation, however, is that cookies are written to a file on
your hard disk drive. Many users may not be bothered by this, and in reality, there is nothing threatening about this practice.
For example, a cookie can only be read by the server that set it. However, | do not accept cookies as a rule, no matter how
persistent the server may be at attempting to set one. (Some programmers provide for this process on every page, hoping that
eventually the user will tire of dealing with dialog boxes and simply allow the cookie to be set.)

It is interesting to note that some clients have not been pre-configured to deny cookies. In these instances, a cookie may be
written to the drive without the user's consent, which is really the default configuration, even for those browsers that support
screening of cookies. Early versions of both Netscape Navigator and Microsoft Internet Explorer shipped with the Deny
Cookies checkbox unchecked. Absentmindedness on the part of the vendors? Perhaps. If you have a problem denying
cookies, for whatever reason, there is an action you can undertake to prevent these items from being written to your drive.
One is to make the file cookies.txt read-only. Thus, when a foreign Web server attempts to write to the file, it will fail.

I recommend denying cookies, not so much because they are an invasion, but because they leave a trail on your own hard
disk drive. That is, if you visit a page that you have been forbidden to access and it sets a cookie, the evidence will be in
cookies.txt. This breaks down to cache issues as well: even if your cookies file is clean, your cache will betray you.

The WHOIS Service

The WHOIS service contains the domain registration records of all Internet sites. This registration database contains detailed
information on each Internet site, including domain name server addresses, technical contacts, the telephone number, and the
address. Here is a WHOIS request result on the provider Netcom, a Internet service provider:

Here, the snooping party has discovered that the provider is in the state of California. (Note the location at the top of the
WHOIS return listing, as well as the telephone points of contact for the technical personnel.) This information will help
tremendously; the snooping party now proceeds to http://www.worldpages.com/. WorldPages is a massive database with a
design very similar to the average White Pages. It holds the names, e-mail addresses, and telephone numbers of several
million Internet users.

At WorldPages, the snooping party funnels your real name through a search engine, specifying the state as California.
Momentarily, he is confronted with a list of matches that provide name, address, and telephone number. Here, he may run into
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some trouble, depending on how common your name is. If your name is John Smith, the snooping party will have to do further
research. However, let us assume that your name is not John Smith. Let's assume that your name is common, but not that
common. So the snooping party uncovers three addresses, each in a different California city: One is in Sacramento, one is in
Los Angeles, and one is in San Diego. How does he determine which one is really you? He proceeds to the host utility.

The host will list all the machines on a given network and their relative locations. With large networks, it is common for a
provider to have machines sprinkled at various locations throughout a state. The host command can identify which
workstations are located where. In other words, it is generally trivial to obtain a listing of workstations by city. These
workstations are sometimes even named for the cities in which they are deposited. Therefore, you may see an entry such as

Chatsworth is a city in southern California. From this entry, we can assume that chatsworthl.target_provider.com is located
within the city of Chatsworth. What remains for the snooper is to reexamine your Usenet post.

By examining the source code of your Usenet post, he can view the path the message took. That path will look something like
this:

By examining this path, the snooping party can determine which server was used to post the article. This information is then
coupled with the value for the NNTP posting host:

The snooping party extracts the name of the posting server (the first entry along the path). This is almost always expressed in
its name state and not by its IP address. For the snooping party to complete the process, however, the IP address is needed.
Therefore, he next Telnets to the posting host. When the Telnet session is initiated, the hard, numeric IP is retrieved from DNS
and printed to STDOUT. The snooping party now has the IP address of the machine that accepted the original posting. This IP
address is then run against the outfile obtained by the host query. This operation reveals the city in which the machine resides.

Having obtained this information (and having now differentiated you from the other names), he returns to WorldPages and
chooses your name. Within seconds, a graphical map of your neighborhood appears. The exact location of your home is
marked on the map by a circle. The snooping party now knows exactly where you live and how to get there. From this point,
he can begin to gather more interesting information about you.

Many users are not bothered by this. Among those people, the prevailing attitude is that all such information is available
through sources other than the Internet. The problem is that the Internet brings these sources of information together.
Integration of such information allows this activity to be conducted on a wholesale basis, and that's where the trouble begins.

It is now possible (using the techniques described here) to build models of human networks--that is, it is now possible to
identify all members of a particular class. It is also possible to analyze the relationships between them. This changes the
perspective for intelligence agencies.

Years ago, gathering domestic intelligence was a laborious process. It required some element, however slim, of human
intelligence. (Human intelligence here refers to the use of human beings to gather information as opposed to machines or
other, automated processes.) Thus, to get the low-down on the Students for a Democratic Society, for example, intelligence
agencies had to send agents on foot. These agents had to mix with the crowd, record license plate numbers, or gather names
at a rally. Today, those methods are no longer necessary.

Today, the Internet provides a superb tool to monitor the public sentiment (and perhaps to identify those who conspire to take
up arms). In some respects, one might concede that this is good. Certainly, if individuals are discussing violence or crime, and
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they contemplate these issues online, it seems suitable that law-enforcement agencies can take advantage of this emerging
technology. However, it should be recognized here that the practice of building models of human networks via the Internet
violates no law. It amounts to free spying, without a warrant. Put more bluntly, we Americans do often have big mouths. Some
of us would do better to keep quiet.

Before | continue, | want to make one point clear: Complete anonymity on the Internet is possible, but not legally. Given
enough time, for example, authorities could trace a message posted via anonymous remailer (although, if that message were
chained through several remailers, the task would be far more complex). The problem is in the design of the Internet itself. As
Ralf Hauser and Gene Tsudik note in their article "On Shopping Incognito":

>From the outset the nature of current network protocols and applications runs counter to privacy. The vast majority have one
thing in common: they faithfully communicate end-point identification information. "End-point' in this context can denote a user
(with a unique ID), a network address or an organization name. For example, electronic mail routinely communicates sender's
address in the header. File transfer (e.g., FTP), remote login (e.g. Telnet), and hypertext browsers (e.g. WWW) expose
addresses, host names and IDs of their users.

Indeed, the process starts at the very moment of connection. For example, workstations connected to a network that is directly
wired to the Net all have permanent addressing schemes. Certainly, an Ethernet spoof will not carry when crossing the bridge
to IP; therefore, fixed stations permanently strung to the Internet will always have the same IP. And, short of the operator of
such a workstation getting root access (and altering the routing tables), there is little that can be done in this regard.

As long as only a portion of these address are occupied, additional addresses will be allocated. However, what if they are all
allocated? In that case, the first one to be disengaged will be the next available IP. That is, suppose they are all allocated and
you currently occupy 199.171.180.210. As soon as you disconnect (and if no one else does before the next call), the very next
customer will be allocated the address 199.171.180.210. It is a free slot (left free because you have disconnected), and the
next caller grabs it. The spokes of the wheel are again fully occupied.

This demonstrates that in dynamic IP allocation, you will likely have a different address each time you connect. Many
individuals who run illegal BBS systems on the Internet take advantage of this phenomenon.

NOTE: The term illegal here refers to those BBS systems that distribute unlawful software. This does not have to be warez
(pirated software) either. Certain types of cellular cloning software, for example, are unlawful to possess. Distribution of such
software will bring the authorities to your door. Likewise, "illegal" BBS activity can be where the operator and members engage
in cracking while logged on. Lastly, those BBS systems that distribute child pornography are, quite obviously, illegal.

The dynamic allocation allows users to perform a little parlor trick of sorts. Because the IP is different each time, an illegal BBS
can be a moving target. That is, even if law-enforcement officials suspect the activity being undertaken, they are not sure
where it is happening without further research.

Typically, this type of setup involves the perpetrators using a networked operating system (almost always Linux or FreeBSD)
that allows remote logins. (These logins may include FTP, Telnet, Gopher, and so on. It is also fairly common to see at least
sparse HTTP activity, although it is almost always protected using htpasswd.) It is also common for the operator of such a
board to request that users use SSH, S/Key, or some other, secure remote-login software so that third parties cannot snoop
the activity there.

Typically, the operator connects using the networked operating system and, after having determined the IP for the night, he
mails out the network address to the members of the group. (This is usually an automated process, run through a Perl script or
some other shell language.) The mailed message need be no more than a blank one, because all that is important is the
source address.

For the brief period that this BBS is connected, it effectively serves as a shadowed server in the void. No one would know of its

existence unless they scanned for it. Most often, the operator will kill both finger and the r services, therefore blocking the
prying eyes of third parties from determining who is logged to the server. Moreover, the operator has usually gained some
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privileged access to his provider's network and, having done so, can obscure his presence in system logs.

For the individuals in these groups, relative anonymity is realized because, even if an outside party later questions the sysad
of the provider, the logs may be very sparse. Most system administrators are reluctant to kill an account without adequate
proof. True, the logs at any outside network would show some activity and the IP it originated from, but that is not enough. If
the system administrator cannot say with certainty who perpetrated the activity, he has no case. Meanwhile, during the period
when users are logged in to this hidden server, they, at least, are shielded in terms of identity. They can then Telnet back out
of that machine (or connect to IRC) and from there, they have some level of shielding. But what about the average Joe?

The average user does not implement such schemes. He connects using mostly client software, on the IBM or Mac platform,
and is not looking to provide services. The difference is considerable. Certainly, anyone using the configuration described here
has more options with regard to sending, say, fakemail. Because that person controls the server (and the sendmail application
is local), even a simple message sent from the console will appear differently from one sent from a Windows client. Such a
message cannot be trusted, and only by reviewing the full headers can you reliably determine where it came from.

My point is this: During the period when a shadowed server is up, those who log in from the void are safe and hidden, but only
as long as the operator of the box refuses to provide their identities.

For example, say a kid establishes such a box in California. His friends from Philadelphia connect to the box and use it as a
launching pad. From there, the folks from Philadelphia Telnet back out and begin cracking some server in the void. Our boy in
California may later have to answer for this activity. However, if he has erased his logs (and keeps his mouth shut), the people
from Philadelphia will never be found. Which leads to this advice: If you run such a server, never, ever allow individuals you do
not know to use it. When you destroy the logs, you are sealing your own fate. These individuals are using an IP address that
can be traced to you (unless you have root access on your provider's box). Thus, if you meet someone on IRC and he begs
you for a shell account, it is best that you refuse until you know him. Otherwise, it is you and not he who will suffer.

At any rate, because of the inherent design of the Internet, the IP address is a universal identification index. It has to be,
because without it, how could information be routed across the network? Therefore, be advised that although you may change
your mail address in Netscape Navigator or other programs containing mail packages, this does not obscure your identity.
True, inexperienced users will be dumbfounded as to the origin of the message, but anyone familiar with UNIX can trace the
message right to its source.

Majority of readers are not criminals and simply want to keep their name out of Usenet screens or mailing lists. However, for
those inclined to break the law (who are scouring this paper for that one, single answer), | say this: To totally shield yourself
from the law (and other, interested parties), you will need these items:

A cloned cellular telephone or other means of initiating a digital connection (seizing a circuit, perhaps)
A laptop (loaded with either FreeBSD or Linux)

Credit card numbers stolen from a clean source

A PCICMA modem

A reason for all this

Certain individuals are available for hire to perform various crimes over the Internet. When they conduct their activity, this is

how they do it. The credit card numbers are usually bought outright from an underground, or a "clean," source; one that law
enforcement can neither readily identify or reach. Most of these are on microfiche, taken from a financial institution or other

source that has a quantity of numbers. (Note that only those individuals who are doing high-volume work will buy microfiche.
This is because using microfiche-based numbers is in itself a risk. Later analysis by law enforcement will reveal that sets of

numbers used may have or appear to have originated from the same source.)

Those involved in this activity generally explain that banks are poor sources for the numbers, as are Internet service providers,

car rental agencies, and retail chains. It is argued that the best source is from mail-order lists or department store databases.
These are the reasons:
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These lists contain many different types of credit cards, not just one.

These card numbers belong to accounts that are underwritten by many institutions, not just one.

The rightful owners of such credit cards live at locations sprinkled throughout the United States; therefore, the activity
initially appears to be unconnected.

Law-enforcement agents will initially be dumbfounded as to the seed source of the numbers, for all these reasons.

Having obtained the numbers, the next step is to choose a provider. Most individuals who do this on a regular basis have lists
of providers that allow "instant access," where you provide your vitals, your credit card, your desired login, your password, and
so forth. Within minutes, you are surfing the Net.

Using this technique, you can reliably obtain total anonymity for short periods of time, periods long enough to perform the
desired task. The only hope that authorities have of catching you is to elicit corroborative testimony of a co-conspirator, or if
you establish a pattern of activity--for example, if you spend your nights breaking into machines owned or operated by security
specialists who are also talented hackers.

PLEASE NOTE: | have not suggested that any reader undertake the action described here. If you do so, you do it at your own
peril. These actions amount to crime and or, in fact, a series of crimes. | have merely explained one technique, and no more.
Neither | nor Securitydocs.com advocate, support, or condone such activity.

For the more law-abiding readers (the majority, | hope), there are varying degrees of anonymity that can be obtained. It
depends upon why you want to hide and the sensitivity of the data you are trafficking. It has been recognized that there are
plenty of legitimate reasons for allowing anonymity on the Internet. The following is excerpted from "Anonymity for Fun and
Deception: The Other Side of "“Community™ by Richard Seltzer: Some communities require anonymity for them to be effective,
because without it members would not participate. This the case with Alcoholics Anonymous, AIDS support groups, drug
addiction support and other mutual help organizations, particularly when there is some risk of social ostracism or even legal
consequences should the identity of the members be revealed.

This is a recurring theme in the now-heated battle over Internet anonymity. Even many members of the "establishment”
recognize that anonymity is an important element that may preserve free speech on the Internet--not just here, but abroad.
This issue has received increased attention in legal circles. An excellent paper on the subject was written by A. Michael
Froomkin, a lawyer and prominent professor. In "Anonymity and Its Enmities," Froomkin writes:

“Persons who wish to criticize a repressive government or foment a revolution against it may find re-mailers invaluable.
Indeed, given the ability to broadcast messages widely using the Internet, anonymous e-mail may become the modern
replacement of the anonymous handbill. Other examples include corporate whistle-blowers, people criticizing a religious cult or
other movement from which they might fear retaliation, and persons posting requests for information to a public bulletin board
about matters too personal to discuss if there were any chance that the message might be traced back to its origin.”

Author note: This security paper is to be used as a reference tool only, and may be distributed freely. The information provided
was researched by implementing various sources.
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