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Abstract  
 
Security is a challenging issue for any organization. Malicious users are developing new techniques of intrusion and software 
that guards against them remain rooted in traditional centralized techniques, presenting an easily targeted single point of 
failure. This paper discusses the present state of Intrusion Detection Systems and their drawbacks. It highlights the need of 
developing an Intrusion Forecasting System, which is the future of intrusion detection systems. It also explores the possibility 
of bringing intelligence to the Intrusion Forecasting System by using mobile agents that move across the network and use 
forecasting techniques to predict the behavior of user. The paper also discusses our proposed intrusion forecasting system 
and the techniques to be used in implementing the system. 
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1. Introduction  
 
An Intrusion Detection system, as the name suggests, detect possible intrusions [1]. An IDS installed on a network is like a 
burglar alarm system installed in a house. Through various methods, both detect when an intruder/attacker/burglar is present. 
Both systems issue some type of warning in case of detection of presence of burglar/intrusion. IDSs are usually classified [2] 
as host-based or network-based. Host-based systems base their decisions on information obtained from a single host (usually 
audit trails), while networkbased systems obtain data by monitoring the trace of information in the network to which the hosts 
are connected. 
 
There are two general methods of detecting intrusions into computer and network systems: anomaly detection and signature 
recognition [1-9]. Anomaly detection techniques establish a profile of the subject’s normal behavior (norm profile), compare the 
observed behavior of the subject with its norm profile, and signal intrusions when the subject’s observed behavior differs 
significantly from its norm profile. Signature recognition techniques recognize signatures of known attacks, match the observed 
behavior with those known signatures, and signal intrusions when there is a match. 
 
 

2. Present State of art  
 
It is impossible to completely protect an network from attacks. Not every system administrator always installs every security 
patch on every computer. Even heavily defended networks are sometimes penetrated, and an IDS is a key component and an 
important tool in computer and network security. 
 
Drawbacks of intrusion detection systems available are 

1. Most of the present Intrusion Detection Systems are passive and static. It is difficult to reconfigure or add capabilities to 
the IDS. Changes and additions are usually done by editing a configuration file, adding an entry to a table or installing 
a new module. The IDS usually has to be restarted to make the changes take effect.  

2. Network security is typically assigned to a single central security monitor. The failure of this central security monitor will 
render the system unable to perform security testing and vulnerable to attack [5,6]. If an intruder can somehow prevent 
it from working (for example, by crashing or slowing down the host where it runs), the whole network is without 
protection.  

3. Scalability is limited. Processing all the information at a single host implies a limit on the size of the network that can be 
monitored. After that limit the central analyzer becomes unable to keep up with the flow of information. Distributed data 
collection can also cause problems with excessive data traffic in the network.  
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2.1 Intrusion Prevention System 
An intrusion Prevention system is like an armed burglar alarm system. As IPS are active and protect the system from an attack 
rather than just detecting the attacks. Now a days IDS are being replaced by IPS. As each packet comes into the system, it is 
deeply analyzed and a “go/no-go” decision is made as to whether it should be allowed to continue on to its destination. If the 
packet is malicious, it is dropped and is never even seen by the victim. Software based heuristic approach, Sandbox 
approach, Hybrid approach and Kernel based protection approach [7] are some of the approaches being used in IPS. 
 
The drawbacks of IPS are if they detect an abnormal behavior from a network, they also block legitimate traffic coming from 
the network. In a passive configuration, the IPS sees the attack at the same time that the victim does, so the damage is often 
already done by the time the reset is sent [8]. One of the defining actions of an intrusion prevention is it actively blocks actions 
it determines to be malicious. What if the action was actually a valid action by your application? It would cause the application 
to malfunction or fail. For example, the very action of blocking system calls can prevent systems from properly operating, 
especially if the systems are very dynamic in nature. Another downside to the intrusion prevention movement is the cost. Many 
of these tools cost a lot more than their intrusion detection cousins. These tools are more advanced and represent a more 
significant investment in research and development [9]. 
 
A simple question that will arise is how can an Intrusion Prevention System possibly detect every single unknown attack? 
Hence the future of intrusion detection lies in developing an Intrusion Forecasting System. Continuing with the analogy we 
have been using so far in this paper, Intrusion Forecasting System is like giving pictures of list of criminals to an armed burglar 
alarm system. 
 
Intrusion Forecasting Systems of the future must be able to forecast the probability of intrusions using intelligent agents. 
Prediction techniques can protect the systems from new security breaches that can result from unknown methods of attack. In 
an attempt to develop such a system, we propose architecture of an intrusion Forecasting System using Mobile intelligent 
Agents. 
 
 

3. Proposed Architecture Of Our Intrusion Forecasting System  
 

  
 
The architecture of Intrusion Forecasting System shows that the system consists of a Security Policy Manager, which specifies 
the security rules of the network. If a user violates any security rule defined, the policy manager ensures that the server agent 
updates the user profile mentioning a violation of security rule and forecasts an attack on the system depending on the 
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severity of the violation. 
 
The server agents have a predictor, which predicts the user behavior for the next session using statistical methods. Here, we 
use markov model to forecast the behavior of user for the next session. It communicates with the mobile agents using 
communication threads. The mobile agent has a sensor that monitors the various software applications being run by the user. 
The sensor also collects information about user’s activities. The profile reader fetches user history profile from the server. 
 
Agents move from one node to another in the network, carrying data and security relevant information. As agents are mobile, 
they reside only on a particular node at any point of time and agent proxies represent agents on the other nodes. Agents can 
travel to nodes based on the time of their last visit or a predefined schedule, based on the network load, a host©s 
computational load, or based on messages received from another agent. Agents can also decide on their own, what path to 
take and what actions to perform as they gather data from the nodes they visit. If an intruder blocks the hosting capability of a 
node, then the agent can go to another host and report the problem. Cooperating agents can help reconfigure the network to 
deny network services to certain nodes until they have been confirmed to be in a safe state. Agents can monitor network 
events and cooperate with other agents. For example, if an agent detects suspicious activity on one computer and notifies the 
rest of the network, the other computers may decide to challenge the suspicious node by not giving it the rights to mount some 
files it previously had rights to, or by denying it certain network services, or by reconfiguring the network until the suspicious 
node returns to a safe state. The ability of mobile agents to travel, cooperate and communicate makes it much difficult for an 
intruder to disable or circumvent security monitoring and the network is not vulnerable to single point failure. Here we 
application usage for prediction. The methods used can be easily applied to any monitor. Here, the system provides a one-
step prediction, where based on the current behavior, the system’s state is predicted for the next fixed time interval. 
 
 

4. Implementation of the System  
 

  
Mobile Security Agents 
 
When a user logs-in, the mobile agent or its proxy, monitors the user and logs his activities. The first action of the mobile agent 
is to contact the server agent, and get the required user profile. This profile contains the specific user information on the 
previous history actions of the user and prediction values for this user session. The mobile agent monitors all the actions of the 
user and the resources that are accepted, in terms of both local resources and network resources. Each mobile agent collects 
information from the user behavior, and sends them back to the server agent. The server agent is responsible for storing user 
profiles for all users that have access to the protected network. It is also responsible for giving the user profile to the mobile 
agent, each time that a user profile is requested. It is also responsible for processing new profile data from each user. 
 
If a mobile agent suspects a user’s beh avior and contacts the server agent, requests from each node are queued up on the 

Page 3 of 6Intrusion Forecasting System

3/15/2005http://www.securitydocs.com/link.php?action=detail& id=3110&headerfooter=no



server whose input parameters are static and independent of the work load on the network. The Server agent will use Markov 
Methods to determine the probability of Intrusion. 
 

4.1 Markov Model used by server Agent 
Markov Property states that the state of the system at future time tn depends on its present state tn-1 and is independent of its 

past, 
 

  
 
Markov Analysis looks at a sequence of events and analyzes the tendency of one event to be followed by another. Using this 
analysis, we can generate a new sequence of random but related events, which appear similar to the original. 
 
Statistically, the transition probabilities derived from the present are a stream of events called a markov chain. A first order 
homogenous Markov model can be used for intrusion detection. Markov Probability distribution can be represented by a 
probability matrix A[i][j] given by 
 

  
 
Steps in developing Markov Model: 

1. Enumerate the states – In markov model, each node, at a time can be in one and only one state.  
2. Define allowable state transition – If in compromised state, the node cannot move, but if in any other states it can go 

back to secure state.  
3. Associate probabilities with the transitions – Determine the probability of going to each state from all the other states 

(probability transition matrix)  
4. Analyze the Markov Model – The analysis can be performed by iteration model or Matrix algebra solution (Markov 

Chain) mode or by monte carlo simulation.  
5. Perform Sensitivity Analysis – Assess the sensitivity of the model to changes in transition probabilities  

In Markov model, a node is considered anomalous, if its probability, given the previous state and associated value in the state 
transition matrix is too low. 
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State Transition Model For attacks on the system 
 
The State transition diagram shows that the system can come back to secure state from any of the three states: vulnerable 
state 1, vulnerable state 2 and unsafe state. If the Server Agent detects an abnormal behavior and fixes the vulnerabilities in 
time, system returns to the secure state. If the attacker is successful in attacking the system, the system is compromised and 
cannot be repaired. 
 

4.2 Clustering 
The figure also shows clustering of nodes in a particular state. They are grouped into a subset, based on a set of rules. Here 
we analyze the clusters and not individual nodes. 
 
Consider a sequence of n nodes to be clustered N n = {N1, N2, …N n} 

1. Train the markov model for each node Ni  
2. Compute the distance matrix D={D(Ni, Nj)} representing a similarity measure between the nodes.  

3. Use a set of rules to perform clustering.  
4. This approach builds features in which each node is represented by the vector of its similarities to a predefined set of 

reference nodes.  

 

5. Conclusion  
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Intrusion Detection System technology itself is undergoing a lot of enhancements. It is therefore very important for 
organizations to clearly define their expectations from the IDS implementation. IDS are becoming the logical next step for 
many organizations after deploying firewall technology at the network perimeter. As intrusion detection systems can protect 
the system from internal attacks, they should concentrate on an internal intrusion system, which can forecast the probability of 
an attack and thus alert the systems administrator of the attack. Hence the future lies in developing an Internal Intrusion 
Forecasting System using intelligent mobile agents, which can analyze the behavior of the user with less human interaction. 
 
Note 
The Intrusion Forecasting System discussed in this paper is being implemented at the research laboratory at Symbiosis 
Deemed University. The system is in the stage of finalization of design and specifications. Once the conceptual idea is 
finalized, the system shall be implemented. Hence, as of now, we are not able to provide any experimental results of the 
observations. 
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